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Background: Patient tokenization is a novel approach that allows anonymous patient-level linkage across
healthcare facilities, minimizing the risk of breaching protected health information in health information ex-
change (HIE). Most patient tokenization is the centralized approach that is unable to address data security
concerns fundamentally. Non-Fungible Tokens (NFT), which are non-transferable cryptographic assets on the
blockchain, have the potential to provide secure, decentralized, and trustworthy patient tokenization. Self-
Sovereign Identity (SSI) is a user-centric approach to verify the ownership of NFTs in a decentralized manner.
Methods: We have developed a blockchain architecture that contains four modules: (1) Creation module for NFTs
creation, (2) Linkage module to link the local patients’ accounts to their NFTs, (3) Authentication module that
allows patients to permit healthcare providers to access their token, and (4) Exchange module, which involves
the HIE process and the validation of the legitimacy of the token through SSI.

Results: A case study has been conducted on the proposed architecture. Over 3 million transactions have been
completed successfully with a blockchain validation and written time of 1.17 s on average. A stability test has
also been conducted with a higher throughput of 200 transactions per second running for an hour with an
average transaction processing time of 1.42 s.

Conclusions: This study proposed a blockchain architecture that achieves SSI-enabled NFT-based patient toke-
nization. Our architecture design, implementation, and case studies have demonstrated the feasibility and po-
tential of NFT with SSI to establish a secure, transparent, and patient-centric identity management and HIE.

1. Introduction the volume and the variety of data sources thereby increasing the

exposure of patient records, there is a pressing need to anonymously

Patient privacy and confidentiality are part of the healthcare process
and vital to the establishment of trust between patients and healthcare
providers. Under the regulations specified by the Health Insurance
Portability and Accountability Act (HIPAA), healthcare organizations
must implement precautions to protect patients’ protected health in-
formation (PHI), which include all individually identifiable information,
from unauthorized data access or breaches [1,2]. Violations can result in
hefty penalties and even jail time in severe cases [3]. However, the
United States Department of Health and Human Services received re-
ports of breaches from over 550 organizations in 2021, with over 40
million people affected, a roughly 20-fold increase over the previous
year [4]. As data access during healthcare continues to grow in terms of

bridge data from disparate sources at the patient level [5], providing
healthcare professionals and researchers with a comprehensive picture
of the patient’s medical history while minimizing the risk of PHI
breaches [6].

The master patient index, which incorporates demographic infor-
mation contained in the PHI, is used to identify patients across health
systems during Health Information Exchange (HIE) [7], the process of
sharing Electronic Health Records (EHR) among healthcare pro-
fessionals. As third-party organizations execute the majority of today’s
HIE, this raises concerns about data breaches, undermines trust, and
limits patients’ capacity to decide what, when, and with whom to share
their data [8,9]. Patient tokenization is a new approach of replacing an
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individual’s PHI with a unique identification value linking data from
multiple healthcare organizations, even if the information does not
match due to changes in personal information (e.g., name, address) or
human errors from the input [10]. Patients can decide how their data is
shared and store the access history via tokenization. However, in the
current market, patient tokenization is also produced and managed by
third-party organizations, thus this approach has not adequately
addressed data breaches and security concerns [11]. Decentralized
technology, such as blockchain, is perceived as a potential that may
maximize the benefits of patient tokenization.

Blockchain is a decentralized, open-source, distributed ledger system
formed by continuously generated blocks that contain all transactions
that record the data requests and exchanges [12]. Unique features of
blockchain, such as transparency (all data in the blockchain is publicly
accessible and auditable), immutability (all data stored inside the
blockchain is technically unchangeable), and a mechanism for
consensus (transactions need to be verified by most users with respect to
the legitimacy of the data provenance before being recorded in the
blockchain), have contributed to the success of blockchain [13]. Many
researchers have examined the potential uses of blockchain in health-
care tasks in terms of a range of aspects [12], including EHRs [14],
clinical trials [15,16], and pharmaceutical supply chains [17]; these
scholars have empirically proved the feasibility, stability, and security of
the technology [18]. Cryptocurrencies were the first blockchain appli-
cation, in the form of a digitalized currency that experienced extremely
fast acceptance by the global market. Cryptocurrency tokens represent
interchangeable digital assets and are created using smart contracts,
which are self-executing programable protocols on the blockchain [19].
Different from traditional tokens or cryptocurrencies, NFTs are
one-of-a-kind digital assets that cannot be duplicated or divided. Due to
their inherent value, NFT can only be exchanged, but their value cannot
be directly compared to other tokens [20]. The nature of NFTs is that,
rather than carrying content information, they contain metadata that
points to digital or physical artifacts and is stored in smart contracts,
making the record tamper-proof, transparent, and secure. As a result,
most NFTs are designed as ownership for tradeable digital assets, and
the NFT market has ballooned to $41 billion in 2021 [21]. PHI consti-
tutes an asset to patients in the healthcare setting, thus NFT can be an
anonymous patient token that connects them across healthcare facilities
without exposing their PHI [22]. Furthermore, NFTs can achieve
patient-centric data management, allowing patients to access, authen-
ticate, and share any of their records with anyone at any time. A recent
study published in Science offers a diverse range of viewpoints on the
potential transformation of HIE through the use of NFTs to protect PHI
[23]. To maintain the pseudonymity of NFT and blockchain, a mecha-
nism to verify ownership of the NFT without revealing the patient’s
actual identity is required [24].

Another work published in Cell shows the importance of using Self-
Sovereign Identity (SSI), a user-centric approach to giving individuals
full control over and consent to having their identities managed in a
decentralized manner [25,26]. In contrast to mainstream identity
management models such as the centralized and federated model (a
federation of centralized models) which requires users to be registered
with a third-party login service using credentials stored and verified by a
centralized entity, SSI credentials are created using cryptography, i.e., a
unique pair of public and private keys that keeps users
pseudo-anonymous and that can be verified anywhere at any time
through blockchain [27]. For example, an NFT connected to the pa-
tient’s PHI and signed by both the issuer’s private key as well as the
owner’s public key is given to a patient by a healthcare facility. When
the patient visits another healthcare facility and desires HIE to access
their medical records, they may present and authorize the NFT to the
second healthcare provider. The verifier can validate the NFT’s owner-
ship by matching the patient’s signature to the patient’s public key
stored in the NFT, as well as the data source’s authenticity by comparing
the issuer’s public key to the issuer’s signature in the NFT [20]. Without
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the requirement for a third-party intermediary, the HIE can proceed
directly between these two healthcare organizations. Blockchain-based
SSI adopts the "Zero-Knowledge Proof" concept [28], which means the
verifier will have "zero-knowledge" of the NFT but will be convinced of
its authenticity (the “proof”) without having any readable information
inside the NFT to support the proof, to establish trust in peer-to-peer
channels between the issuer, owner, and verifier, also known as the
"trust triangle" [29].

The remaining sections of this paper are organized as follows: Sec-
tion 2 surveys the existing blockchain-based research approaches for
decentralized identity and compares our research with related work;
Section 3 details the design and implementation of the four modules of
blockchain-based architecture for NFT creation, linkage from multiple
healthcare facilities, patient authentication, exchange to a healthcare
provider, and SSI-based validation by the blockchain; Section 4 de-
scribes a case study that mimics the NFT authentication and exchange
processes and analyzes the results to assess the system’s feasibility and
performance; and Section 5 presents remarks of our key contributions,
limitations, and future research directions on extending the blockchain
architecture for patient tokenization.

2. Related work

While the majority of blockchain research in healthcare focuses on
patient-centered interoperable HIE, several eminent scholars have pro-
posed blockchain approaches for decentralized identity in general rather
than healthcare [30]. In this section, we outline related prominent
works [31,32] and compare them with our proposed blockchain plat-
form for patient tokenization (see Table 1).

ShoCard [33] is one of the earliest enterprise solutions for users to
keep and protect their identities using blockchain. Users’ trusted cre-
dentials are stored locally while linking to the cryptographic hash in the
blockchain transaction to achieve SSI. ShoCard provides multi-factor
authentication where users can log in to the blockchain service
without a password. However, it requires the centralized ShoCard
server’s storage of encrypted sensitive data, such as biometric data while
enrolling in the system. Although the central server provides security
mechanisms for data access and sharing, these settings nonetheless raise
concerns about the leakage of users’ sensitive data and the potential risk
that users will not able to revoke their data if the server terminates.

uPort [34] is the first identity system to support SSI, letting the user
have full control over their identity built on the Ethereum blockchain by
ConsenSys, one of the leading blockchain startup companies. Users can
generate an asymmetric key pair through their mobile app and transmit
a transaction to Ethereum to keep a reference to their account. uPort
supports key recovery by nominating trustees, voting through the smart
contract, and generating new pair of keys but keeping the original ID.
There is no centralized server to authenticate users; this eliminates the
risk of data breaches from third parties. However, since the registry
smart contract stores all of the registering attributes, there is a risk that
the uPort IDs may be compromised if an attacker developed a malicious
application that would obtain full access to the registry.

Sovrin [35] is a decentralized identity network implemented using
permissioned HyperLedger to employ digital credentials that can be
used off-chain. With Sovrin, users can create multiple separate identi-
fiers with distinct asymmetric key pair and adopts zero-knowledge proof
to protect users’ privacy. Sovrin enables off-chain validation of proofs
with third-party organizations directly in a secure channel. In Sovrin,
users must rely on organizations acting on their behalf, also called
“steward” nodes to maintain the distributed ledger. Users’ credentials
will be distributed and replicated among the steward nodes so that
users’ key pairs are recoverable. However, the Sovrin network continues
to face several challenges, such as verifying the data recipient, ecolog-
ical construction of on-chain information, and some credential infor-
mation that might be leaked to third parties depending on the steward
nodes’ policies, which makes adoption difficult in the highly regulated
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Table 1

Comparison of related work on the major identity management features.
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Features

ShoCard

Sovrin

uPort

MediLinker

Our approach

User consent and
identity control

Centralized authority
Sensitive data/medical
records management

and sharing
Scalability

Selective disclosure

Control of creation and
disclosure

Centralized server
validation

Encrypted credentials
are stored in a
centralized server
Highly scalable
through a centralized
server

Not applicable

Users have to rely on
organizations to have
control of their identity
No centralized authority
with a web of trust

Credentials can be stored on
mobile but potentially
leaked to agents

High scalability through
rings of nodes

Zero-knowledge-based
selective disclosure

Users have control but
identity attributes are
stored in the registry
Centralized registry and
trusted attribute
providers

Identity attributes are
stored in centralized
registry

Off-chain storage and
processing, still
challenging

Users can selectively
disclose or change their
attributes

Full control of identity through
HyperLedger Indy’s identity
management

No centralized authority

Store on personal devices, data
exchange protocol is unclear
Scalability is not tested

Supported in the introduction
but implementation is not clear

Full control of identity
through NFT authentication

No centralized authority

Stored and exchange
through distributed file
system after encryption
Raft consensus/blockchain
adapter buffer

Patients can decide what
information are sharable

healthcare industry.

MediLinker [36] is a user-centric identity and consent management
system using HyperLedger. Patients use private keys stored on their
mobile devices to prove their identity and share their medical infor-
mation with healthcare providers with their consent. A 30-participant,
multi-site, real-world pilot study is conducted to evaluate the usabil-
ity, functionality, and feasibility of MediLinker. The assessment offers
proof of the possible use of a patient-centric, blockchain-based identity
management system in healthcare settings. However, details of technical
designs are lacking, and several challenges would need to be addressed
in their future research revolving around scalability testing, security
settings, data exchange protocol, and users’ key management.

In this work, we have designed and implemented a blockchain ar-
chitecture for the SSI-empowered NFT’s overall management structure.
With NFT-based patient tokenization, patients can own and control their
identities, allowing them to decide how and with whom their PHI and
medical history are shared, leading to a transparent and efficient data-
sharing system that prevents data breaches caused by unauthorized
access. We have optimized the existing approaches for identity man-
agement and tailored the design to healthcare settings. Our proposed
architecture, specifically, generates a separate NFT only for each pa-
tient’s identity management, contains unique settings to safeguard on-
chain and off-chain data security through rigorous encryption and
hashing mechanisms, ensures the legitimacy of each participant by
conducting an on-site identity check, and permits selective disclosure so
that patients can decide which parts of their medical records can be
shared. We have also conducted case studies and scalability tests to
assess the feasibility and performance of the architecture, as described in
the remaining sections.

3. Methods
3.1. Environment setup

In this work, we have adopted the Quorum blockchain, developed by
J.P Morgan, for the system design and implementation. In comparison to
the original blockchain, the Quorum blockchain uses a Raft-based
consensus mechanism, which produces an improvement in scalability
and efficiency [37,38]. All participating sites need to provide a block-
chain node, which is an electronic device that runs blockchain services
and obtains permission from the blockchain originator before joining.
There are three types of nodes in our network, as shown in Fig. 1: (1) the
full node, which stores the latest state of the blockchain, validates and
sends transactions, and is able to retrieve the whole blockchain history
by tracing transactions stored in the blocks; (2) the archive node, which
contains all functions of the full node and stores the entire blockchain’s
data from the origination, and (3) the light node, which can validate and
send transactions, but only stores part of the block’s information to
reduce the requirements on its hardware specifications. It is noteworthy
to mention that the archive node, which is not centralized [39], just
stores all blockchain transactions to allow for quick indexing, which is
crucial for boosting the effectiveness of the auditing process. To
participate in the blockchain system, the originator or authority must
provide an archive node which can be an electronic device with sizable
storage capacity to initiate the blockchain and formulate the rules
through smart contracts. This allows the authority to have a fast audit
process by tracing the transactions locally. Each healthcare facility is
required to provide a full node which can be a desktop installing a
Quorum blockchain client to connect on-chain and off-chain activities,
and an InterPlanetary File System (IPFS), which is an innovative,
peer-to-peer distributed file system using cryptographic hash for file
storing and retrieving that has been proved efficient, stable, and secure

Store full blockchain data

Only store headers

J — Archive node
Light

node E
Patient

Hospital

Authority

sy SR
L

¥

Store everything: history, states

Fig. 1. Three types of nodes in the blockchain system: light nodes that only store blockchain headers, full nodes that store all blockchain data, and archive nodes that

include all blockchain information to support a rapid index.
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[40]. A Remote Procedure Call (RPC) server is built inside the full node
to engage with off-chain activities, such as sending query requests to the
EHR database protected by the firewall. Full nodes and archive nodes
must follow the local Health IT regulations. The patient needs to provide
a light node which can be their smart mobile device to send transactions,
authenticate NFT requests, audit the NFT access, and keep a record on
both the blockchain and their local device.

To begin, the authority (i.e., the Department of Health and Human
Services) uses the archive node to deploy the genesis block (which holds
the blockchain’s specifications) as well as the smart contracts, which
specify the system’s rules. Each healthcare facility will join the block-
chain system by obtaining certain permissions from the authority, such
as sending the authority identity proof, after which their full nodes will
be added to the blockchain system. Users will receive their tokens as
soon as they register in the system. To ease the complex installation
procedure, the whole installation and setup process is implemented as
an executable application or mobile app.

3.2. System design

The overall architecture, as shown in Fig. 2, contains four modules:
(1) Creation Module, which permits users to create tokens through
blockchain, (2) Linkage Module, which links the patient account from
each health system to the patient token, (3) Authentication Module,
which allows patients to permit healthcare providers to access their
token to retrieve their patient’s medical history from multiple health-
care facilities, and (4) Exchange Module, which involves validation of
the legitimacy of the token and the HIE process.

First, patients must download and install the NFT app on their mobile
devices. The app will then convert the mobile device into a light node
and automatically create a blockchain account for the patient. To
receive their NFT, patients only need to set up their biometric infor-
mation and link to their blockchain account. Each healthcare facility and
authority must install the NFT software in order to convert their elec-
tronic device into a full node and an archive node, respectively. Once
patients have proven their identities and ownership of the NFT in person
to the healthcare facility from the prior visits, the administrator needs to
extract the local patient identifiers (in accordance with local Health IT

7 TS BT GOSN N OPSC AN (TS WIS U NSRS A 1
Hospital’s Blockchain node

Present NFT to the provider

Verifiable Credentials

Computers in Biology and Medicine 157 (2023) 106778

regulations) and input them into the NFT through a Graphical User
Interface (GUI) in the software. On the mobile app, patients may
customize the sharing permissions for each record. Records that do not
have sharing permission will be automatically blocked from further
access. When patients want to share their medical history with health-
care providers they need SSI to validate their identity by verifying their
biometric information using the mobile app. Patients can grant NFT
permission to the healthcare provider by scanning a QR code or NFC tap
to add the provider’s blockchain account to their allow list in the NFT;
then, based on the information stored on the NFT, HIE will proceed
automatically between the remote and local healthcare facilities. The
software deployed on their facility’s full node will allow healthcare
providers to view the permitted medical history.

The technical details of backend activities are described in the
following sections: Creation module outlined transactions from the light
node to the blockchain, specifically the smart contract for NFT creation,
following Linkage module presented the operations on full nodes to
extract local patient identifiers, link with NFT, and create local index
table, then the Authentication module explained the process on the light
node for patient authentication on their records and the ownership of
NFT, finally, the Exchange module discussed the actions of the data
request, data exchange, data encryption, and decryption occurred dur-
ing the HIE process.

3.2.1. Creation module

A blockchain account (a unique pair of public-private keys) will be
generated for each user once each blockchain node joins the system,
such as one patient per light node, system administrators from their full
nodes, and the archive node. When a patient’s account is ready, the light
node will automatically send a transaction to the blockchain to create an
NFT (a unique smart contract only for the patient to use). The logic of the
smart contract design and part of the source code is shown in Fig. 3.
Patients need to set up face, voice, or fingerprint recognition through the
app to link with their private keys. The NFT contains the following
visible information: (1) the patient’s blockchain account address
(derived from the public key) and (2) hospital blockchain accounts from
the patient’s past visits and the following confidential information: (1)
hashes of biometric information linked to the patient’s private key, (2)

+ faciclal
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Fig. 2. Four modules contained in the overall architecture for the use of NFT for HIE authentication, beginning with the creation of NFTs through blockchain,
followed by the linkage of remote patient IDs across healthcare facilities, and ending with patient authentication for ownership of NFTs and permission for healthcare

providers to retrieve their medical history in the final Exchange module.
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Store hashes Patient Token

address te owner;
modifier SSI() {
require(msg.sender == ouwner,

struct patient {
address account; // blockchain account

string fingerprint; // fingerprint hash =
string faceID; // face id hash
i }

“Pernission denied");

I 1 Patient login credential I
Light node -

=) @ IEI 6’1 <»{ Patient account k
2 D Create NFT @:}.{.\ﬁ o NFT address \

Hospital verifiable credentials: | |

Blockchain
‘ ID, Hashes, Signature

struct Verifiabale{
t HID;  //hospital 1D
1

modifier Hosipital(uint i){
require(msg.sender == hosID[i],
"Permission denied");

Only selected
users }

Fig. 3. The NFT structure contains patients’ login information for future validation, as well as hospital verifiable credentials, which include the healthcare facility’s
signatures and hashes derived from the primary key queried from the EHR database.

signatures of the hospital who input the medical records, and (3) iden-
tifiers for the patient as well as for visits from each hospital. Several pre-
defined modifiers prevent individuals with certain responsibilities from
executing specific actions, such as enabling only patients to input their
own login credentials and only healthcare facilities to enter local iden-
tifiers into the NFT.

In this module, patients can receive their NFTs by creating an
exclusive smart contract through their mobile devices. The biometric
data is stored locally, and the hashes are kept inside the NFTs to main-
tain consistency so that only the patients themselves can provide proof
of the ownership of the token to achieve SSI. The NFTs, however, cannot
be retrieved if the patient’s mobile device is lost. They must recreate the
NFT following the same procedures mentioned previously. The NFTs are
made publicly available over the blockchain network, allowing all sys-
tem users to consent to the authenticity of the NFTs without the need for
an intermediary to reveal and validate the genuine information con-
tained inside.

3.2.2. Linkage module

The NFTs are designed to be linked with patient accounts across
healthcare facilities (shown in Fig. 4), as the primary goal is to unify
patient identification. We established the following assumptions to
achieve the linkage: each healthcare facility must set up a blockchain
node in accordance with its local Health IT regulations to store parts of
the EHR, such as patient IDs and visit IDs, inside the blockchain node. To
provide another layer of security for the NFT. the healthcare facility
requires a two-step verification once the patient shows their NFT,
including SMS verification and the presentation of a physical ID card.
Next, the administrator from each healthcare facility needs to perform
the following steps to store the information in the NFTs: (1) access their
database to extract the primary keys (the attributes that can uniquely
identify particular instances of the patient), (2) store the primary keys,
the hashes of the primary keys, and the NFT address in the index table
created on the blockchain node, and (3) send the hashes to the NFT’s
smart contract address through blockchain node. When the healthcare
facility adds the information to the NFT, a signature (produced using the
Diffie-Hellman key exchange protocol [41]) will be added along with
each record to the smart contract. The blockchain system will execute
the key generation process automatically. The private key of the
healthcare facility and the public key of the patient are used to create the
signature and the system will produce a verification key using the public
key of the healthcare facility and the patient’s private key so that

patients may authenticate in the future. Using the Diffie-Hellman pro-
tocol, users can establish a commonsense approach to information se-
curity without exposing their own private keys while recognizing the
legitimacy of the decoders’ identities.

In this module, the NFTs will be linked to all patient IDs across
healthcare facilities to achieve the goal of patient tokenization. Block-
chain can assure the immutability of data, anonymize patients and
healthcare facilities, and provide a potential solution to the HIE proc-
ess’s persistent patient matching challenge. An innovative master pa-
tient index table can be built on the blockchain node using the
Diffie-Hellman encryption protocol to build quick and accurate data
retrieval.

3.2.3. Authentication module

Once patients’ tokens have been fully connected across prior
healthcare facilities, patients can choose what data to share, when to
share it, and with whom it will be shared. This module has two key
aspects: (1) the selective sharing of their records and (2) SSI verification.
Patients can set a flag to the records that they don’t want to exchange in
the NFT to block future access through the smart contract. Those records
still exist in the NFTs for personal use but cannot be accessed by others.
When patients share their NFT with healthcare providers, those records
will not appear in the patient’s medical history. Patients have the flex-
ibility to unflag such records whenever they are willing to share them. In
previous research, we investigated a patient-centric HIE that would
allow patients to control which parts of their medical history could be
shared [11]. Doing this requires a more complex encryption mechanism
on both the remote blockchain node and the recipient’s blockchain
node, beyond the scope of this work.

To achieve SSI, patients first must validate themselves by authenti-
cating their biometric information on their mobile devices to log in to
the blockchain app. The NFT will then be verified by matching the
private keys linked to the biometric data with the public key stored on
the blockchain. The patient has proven their ownership of the token by
logging in successfully. The patient then must provide the NFT to the
recipient by adding their blockchain account to the patient’s NFT smart
contract’s allowed list. After 10 min, the permission will be revoked.
Instead of manually inputting the account, this step can be accomplished
by scanning healthcare providers’ QR codes or by one of several other
simple alternatives.

In this module, patients are able to authenticate themselves using
blockchain which ensures the next part of the process without the

Hospital’s Blockchain node
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Fig. 4. After validating the authenticity of NFT using blockchain, healthcare facilities establish the linkage as follows: Obtain primary keys from the EHR database,
encrypt the keys using the DH protocol, create an index table locally, and deliver the hashes to the NFT.
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involvement of intermediary parties: (1) the validity of the holder’s
identity, (2) the legitimacy of record issuers, and (3) the consistency of
the information contained within the NFT.

3.2.4. Exchange module

The last module is the exchange module wherein HIE takes place.
Patients have verified their identities using SSI-enabled NFTs after
completing the preceding modules. The recipients, mostly healthcare
providers, will then make requests to the remote healthcare facilities
specified in the patient’s medical history contained in the NFT to acquire
the patient’s health information. Since the patient has already granted
permission to the recipient, the patient’s blockchain node will generate
verification keys using the patient’s private key along with the public
keys of remote healthcare facilities and then embed them in the NFT.
The remote healthcare facility will retrieve the index keys, (the primary
keys used for querying records from the EHR database) through the
blockchain node after receiving the verification keys, indicating that
these queries have been previously authorized by the patient.

After the records from the EHR database have been queried, they will
be sent to the local blockchain node and encrypted with a random key.
The encrypted data will be stored on the blockchain node’s IPFS, which
will return a unique hash string for indexing. The blockchain node will
then use a signature to encrypt the decryption key and hash string.
Finally, the local blockchain node will send the encrypted decryption
key as well as the hash string to the requester through a private block-
chain transaction that involves a second layer of encryption and
decryption using the sender’s and receiver’s key pairs, preventing others
in the blockchain network from decoding the real text in the private
transaction even though the encrypted data stored inside the IPFS
cannot be decrypted without the verification keys.

When the request blockchain account receives the private trans-
action, the blockchain decodes the internal information and uses the
verification key stored in the NFT to decipher the decryption key
automatically. Next, the blockchain node will use the hash string to
retrieve the encrypted data from the IPFS and then use the decryption
key to decrypt the patient’s medical history. At this point, SSI and HIE
are both completed.

4. Case studies and results

To demonstrate the use of our proposed system, we conducted a case
study using the following scenario. A patient with chronic kidney dis-
ease lived in City A for the past ten years and future care in the new
location is needed. His medical records are mostly stored at two hospi-
tals in City A. The patient is relocated to City B due to a job transfer. As
his new employment entails frequent business travel, he wants his future
doctors (to be located in City B), as well as other locations, to have a
better understanding of his medical history to provide him with better
healthcare. However, due to concerns about provider bias, he does not
want new healthcare providers to know about his history of alcohol
addiction prior to his diagnosis of chronic kidney disease. He has been
sobered for several years, with assurances from his primary care
physician that his medical history will have no impact on his future
health.

In this instance, the patient can benefit from our proposed block-
chain system without worrying about identity loss due to frequent HIE.
The implemented system contains five physical nodes representing one
archive node for the initiator, two hospitals’ full nodes from City A, a
hospital full node from City B, and a light node for the patient in the
system. Each blockchain node is equipped with an Ubuntu operating
system, a quorum blockchain client, and an IPFS file system. We have
also used synthetic data to simulate the whole process. To originate the
blockchain system, the initiator node needs to deploy a unique genesis
file that specifies the use of the raft consensus mechanism, comprising
the lowest difficulty level (to promote efficiency) and sufficient initial
balance for each account to make transactions.
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After the processes described in the creation and linkage modules are
completed, the patient’s NFT becomes a unified identifier across
healthcare facilities. We have built a sample GUI for this patient’s NFT,
as shown in Fig. 5. All blockchain users can see the patient’s blockchain
account and the NFT address. In the NFT, records are listed with index
keys and authorization options. The patient has blocked access to the
records related to his alcoholism. When the doctor’s blockchain account
is entered into the patient’s NFT, it shows the patient has authorized
access to the NFT for the doctor. Instead of manually entering the doc-
tor’s account, as previously stated, this procedure can be simplified.
Next, the doctor will receive the NFT with all sharable information. Data
requests will be transmitted automatically to the blockchain accounts of
the remote healthcare facilities, and the remote blockchain nodes will
perform the exchange module processes. A sample data encryption and
exchange process from the backend is shown in Fig. 6. We use SHA1 as a
hash algorithm and OpenSSL as an encryption implementation. These
methods are only for simulation purposes, but they may be customized
on the blockchain node at any time. The retrieval process is the inverse
of the sender’s process, as it involves retrieving encrypted the IPFS hash
and decrypt key from the blockchain, decrypting the IPFS hash,
retrieving encrypted data using the hash from IPFS, and decrypting the
original data using verification keys generated by the patient’s block-
chain node.

As the aim of this work is to use blockchain for identity validation
and transfer, we have created and run the script containing the following
steps every second continuously for a week: (1) the patient granting
permission to a doctor’s account, (2) the doctor’s account sending data
requests to the healthcare facility in City A, and (3) the healthcare fa-
cilities in City A sending the IPFS hashes to the doctor’s account. There
are over 3 million transactions (authentication, data request, and
sending IPFS hash values) that have been completed, with a success rate
of 100% and a blockchain validation and written time of 1.17 s on
average.

To further investigate the performance, especially the stability of the
proposed system, and only for the simulation purpose, another test node
was added to the system with 100 patient accounts. We have created a
script to set up the preconditions as creating NFTs for each patient,
linking the existing records to the patients’ NFT, adding the patients’
accounts to the index tables on each healthcare facility’s node, gener-
ating an IPFS hash value, and adding the provider’s account to the allow
list of each NFT. We have excluded the off-chain activities for this sta-
bility test, such as the encryption and decryption process, data storing
and retrieving from the IPFS, and patient identifiers extraction from the
EHR databases. The following scripts were then written and executed

NFT address: 0xB0aA7e13d62aDe86BD3A9B6ee109F7D5d60Af5ac
Blockchain account: 0xeD42279£504177910dCB24£1337F61cD20afa68d

Submit

- HOSPITAL 0XE139A64FACBB8CSEB919AB0636EB0B4D6935773A

Authorized to: [

+ VISIT 02/28/2022

Primary key: 2¢d8dc0259ed1c00332118fbeb43266¢933fd87b

Blockchain account:  0xeD42279f504177910dCB24f1337F61cD20afa68d

DH Signature: E7E7YT9ccepaotVySa3poetz1dOaOpbqMhRMIg8HVHRvg=

Willing to share in the future?

O Yes No

+ VISIT 03/01/2022

Fig. 5. GUI of NFT including the patient’s blockchain account, NFT smart
contract address, and a list of previous visits’ linkage information.



Y. Zhuang et al.

$ tail patient773A_requestfl.csv
PID,TID,Primary_dianosis,Date,Discharge
1,16001,N18. 9,2282022,2282022
1,10002,N18. 9,3012022,3012022
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$ openssl rsautl -in patient773A_request0l.csv -out patient773A_requestOl.enc -pubin -inkey random-pub.pem -encrypt

$ tail patient773A_request0l.
patient773A_request6l.csv patient773A_request@l.enc
$ tail patient773A_requestfl.enc
GOGGORGs . pbbigbedv'9.RY

66.60A(}66<6K>(T666 | 6650

166X 6610676 6=E0666

Encrypt records
Store encrypted records to IPFS
Encrypt hash and decrption key

}
0;666{\éga358d5@555"@U@s@@]@>@@@@v‘6063@6@M02‘$5'i@}n416v@1@c51[5#@y6€k@0@€9B3661}@J&6A6@@A@\%9@
p (66nG6H
16066 | 2:66266666660I6666 ; 4-6ynGD1$666~0TOC" $pb6°6I16e6UGBOEE LdKGAKG00P6OOS9z2 . 61666621 5666~ . nGER=6 (66606w1640606666106 . |66K=LGISY
 ipfs add patient773A_request@l.enc
added QmctEFiPy7iT2RY5iSmXTPtbHDo5HbKKILh27tUpIXYWYP patient773A_request@l.enc

===] 100.00%

B echo QmctEFiPy7iT2RY5iSmXTPtbHDoSHbKKILh27tUpJXYWYP > ipfs_request0l.txt
8 openssl rsautl -in ipfs_request0l.txt -out ipfs_request8l.enc -pubin -inkey public-key.pem -encrypt
B openssl rsautl -in random-pri.pem -out random-pri.dec -pubin -inkey public-key.pem -encrypt

Néad patient.nit 1pTs_requestul.enc random-pri.dec > parameters.txt

node quorum.js parameters.txt

Fig. 6. The backend of the encryption and exchange process occurred in the remote healthcare facility’s blockchain node.

continuously every 2 s for an hour: (1) the healthcare provider’s full
node sends a transaction to each remote healthcare facility’s node to
request each patient’s records, (2) after 1 s, each remote healthcare
facility’s node sends a transaction to the provider’s blockchain account
containing the generated IPFS hash string for each patient. This creates
200 transactions per second for the simulation. The average transaction
processing time is 1.42 s for the first hour and Fig. 7 presents the system
stability, which refers to the speed of block generation.

5. Discussion and conclusion

We have proposed an SSI-enabled patient tokenization system that
enables patients to authenticate themselves without the need for an
intermediary party to minimize the risk of PHI breaches. By utilizing
blockchain’s unique features, healthcare facilities may anonymously
link the local patients’ identifiers to the NFT for future HIE requests.
Smart contracts and security properties help to ensure that the processes
comply with the regulations. Patients can always audit the records’
access history by tracking the blockchain history. In our case study, we
mimicked the NFT authentication and exchange processes to assess the
system’s feasibility. Compared to the case study, the stability test has a
higher transaction throughput with a similar transaction processing
time. We empirically confirmed the viability of the proposed blockchain
system through the success rate and stability.

We have carried out a cost analysis from the following three per-
spectives [42] to further assess the possibility of adopting the proposed
blockchain system for patient identity authentication: (1) implementa-
tion costs which include software installation and hardware investment;
(2) switching costs based on market share and clients preferences; and
(3) anticipated losses if the blockchain system fails. Firstly, since the

blockchain system is an open-source distributed ledger technology, all
users can join and register an NFT without extra cost as long as their
device can run mobile Apps or computer programs. No particular
hardware is necessary to deploy the proposed system. Clinical sites can
keep their computers as full nodes, while patients can continue to use
their mobile devices as light nodes. The authority is encouraged to
provide enough storage for archive nodes, but it is not a requirement.
Secondly, the proposed blockchain system is not intended to replace
healthcare information systems (HISs); rather, it is meant to address the
persistent challenge of PHI breaches and patient matching. The block-
chain system relies on current local patient IDs to give patients control
over their identities across clinical sites through unique NFTs. By
implementing a Remote Procedure Call on blockchain nodes, the pro-
posed blockchain system is interoperable and can be implemented as an
add-on component to the existing HISs. There is no need to switch or
replace the current HISs. Finally, blockchain technology has the feature
of durability and robustness so that it has resistance to a single point of
failure. Only when all blockchain nodes fail does the blockchain system
terminates, hence we will deploy a blockchain node to mitigate this risk.
When blockchain nodes fail and rejoin the network, they immediately
synchronize previously completed transactions from other blockchain
nodes. In summary, we analytically infer that the proposed blockchain is
cost-effective to be adopted for patient identity management tasks.
However, several limitations exist in this architecture. Patients must
present their proof of identity in person for the healthcare facilities to
verify their identity authenticity. Their physical presence is necessary
for the identifier linkage because healthcare data is subject to strict
rules. Alternative approaches, such as signing consent paperwork with a
digital signature, may help to alleviate the travel-related burden, but
they require numerous sites, such as healthcare facilities, insurance, and
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Fig. 7. The generation time consumption of 200 randomly selected continuous blocks from the proposed system’s stability test results.
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government agreements [43]. Another limitation is related to the HIE.
Through the NFT, patients can control their identities but they cannot
fully control the records which have been exchanged. Our prior work
developed a comprehensive design for the blockchain architecture of
patient-centric HIE, allowing patients to personalize as well as segment
their records thus determining which parts of their health records can be
shared. This approach can also be used in conjunction with NFT, i.e., by
storing all medical records on the mobile device and linking with the
NFT so that patients have complete control over what data they will
share when they want to share it, and with whom their data is shared. An
additional limitation is the scalability constraint of the blockchain sys-
tem. Based on our blockchain research experience, the number of nodes
barely affected the performance of the blockchain system. There may be
a slight difference in milliseconds due to propagating the transactions to
more blockchain nodes. However, processed transactions per second are
the main limitation of all blockchain systems. From the stability test
result, our proposed system can effectively handle 200 transactions per
second. According to an incomplete statistical observation of 860.4
million ambulatory visits in 2018 [44], or around 27 patients per second
in the United States, our approach should handle the patients’ identifi-
cation verification demands. Furthermore, our prior research has
developed blockchain adapters to buffer unprocessed transactions to
keep the blockchain scalable, stable, and efficient. However, many
factors can affect the frequency of patient visits, such as disease out-
breaks. Still, there are other challenges such as mobile device specs,
internet transmission speed limits, and, most importantly, government
and healthcare facility restrictions.

In future work, we will continue to assess the blockchain protocol
and formulate strategies to fundamentally address the blockchain’s
scalability issue. We will also keep exploring the potential of NFT in
important data exchanges, such as integrating NFTs with the crypto-
currency concept to establish an incentive mechanism for data sharing.
We will also provide a comprehensive functionality design for HIE, such
as personalized data segmentation, partial EHR indexing, and smart
contracts for regulation enforcement, based on NFT authentication.
Large-scale simulations using real-world data will be conducted to
further evaluate the feasibility, stability, scalability, and security of the
system.
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