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Importance

¢ Increasing use of electronic data
¢ Improevement in outcomes

¢ Public health survelllance

¢ Research

¢ lncrease In device types usead

¢ lncrease In sharing data

¢ lncrease In breaches
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Presentation Notes
mandated electronic health record in 2014
” decrease healthcare costs, increase the quality of healthcare, facilitate better departmental communication, create less paper confusion, allow
use with authorized access only, allow storage of digital images, and increase overall efficiency in the healthcare system.” (Steward 2005) 
3. Public reporting of healthcare data and rating of healthcare institutions based on these data will impact cost, revenue and patient outcomes, 
Biosurveillance
Best practices are based on data concerning patient care and best outcomes research. 
PDA, mobile phones, Laptops, Telemedicine – imaging, remote access, web
Local,(hospital) regional(IHIE) national (VA) international
17 breaches in 46 hospitals since 2003-(Grey 2008), 26 million military records from the Veterans Administration 
Enforcement?-loose organizational policies





Assumptions

¢ Use of electronic health data will increase

¢ More entities that handle data, greater
chance of breach. (Matthews 2007)

& Security has become more complex, due

to Increased number of different formats
and media

¢ Glehal data sharing necessitates
Intereperability, With standardization of
messaging, fermat, transmission, aGCeSs,
and sterage; as wellras legisiation
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Presentation Notes
Global standardization already in progress with HL7 and SNOMEDCT
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Method

Selection of articles

Atlas.ti Word Cruncher word selection
Selection of word/codes by freguency.
Selection of guotations

Inter-rater reliability (99.6%0)

Calculation of freguency per document and
In multiple decuments

Calculation of frequencies In total
decumenits and In pre and post-HIPAA
dECUMENLS

Comparisen of related categories in all
decuments and pre and pest-HIPAA
INCrEASES.
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Presentation Notes
Choice of terms relating to security measures
Must have been repeated at least once in another article
Subgroups
Talley of terms in number and subgroup
Independent readers cumbersome and still subject to subjectivity-codes selected automatically, redundancy reduced.
Frequency in documents not used because length of document could be a factor


Selection of Documents

¢ Criteria for Inclusion

— Related to national legislation or
standards addressing healthcare
data security.

¢ Standard-making bodies
¢ Specific data security measures
+ In English

¢ lotal of 37 documents
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Articles added as Primary Documents in Atlas.ti
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Words related to data security found in documents


Word/Codes by Freguency

Words Freqg/Doc

ACCESS 512
ACCESS 19
ACCESS

ACCESS

ACCESS

ACCESS

ACCESS”’

ACCESSED

Doc.Count

21

Access 598

49

Act 463

35

Document count shows the number
of times the word/code is in each
document, not how many single
documents it is in. The word/code
Access was in 24 separate documents
and the word/code Act was in 23
separate documents. (See Frequency
in All Documents Table)
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List refined by calculating number of docs in which each word was found


Words
Access
Accountability
Act
AHIC
AHRQ
Alarm
Alert
Accountability
ANSI
Attack

Freq
598
27
463
5

4
13
13
1
20
50

Docs
49
11
35

FERPA
FIPS
Firewall
FISMA
FOIA
HIPAA
HITSP
Identify
Identity
Incident

Integrity

SDO
Secure
SENSITIVE
Signature
SNIP
SNOMED
SOX

SSO
Standard
Store
Theft/threat

0o \VMOKOS

document
s of all forms
1, so he total
an the final 37
documents
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Refined to 68


Freguency in All Documents (37)

Standard 31 83.78%

Secure 26 70.27% Not Used
Access 24 64.86% Interoperable
Disclose 23 62.16% Integrity
Private 23 62.16% Attack

Act gE 62.16% STEWEN

Law 22 59.46% Authenticate
Authorize 21 56.76% Trail

51.35%
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Final words added as Codes in Atlas.ti


Consent
Penalty
HIPAA
Breach
Audit

Enforce
Confidential

Threat
Communicate

Procedure

All Documents

Store
Risk
Policy

Word/Code

Authorize
Law

Act
Private
Disclose
Access

Secure
Standard
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Presenter
Presentation Notes
The top 4 are the word/codes found in even the most recent legislation and standards, but this doesn’t adequately denote the changes since HIPAA


IRter=nater Relraniini
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Presentation Notes
Each rater disagreed with two of the word/codes in separate quotations, but they were different word/codes. Rater one disagreed with the use of the word/codes “privacy” and “security” in a quote from the HIMSS Interoperability Standards, while rater two agreed with the usage. They were unable to reach a consensus on these word/codes. Rater two disagreed with the word/code “access” in a quotation from the Homeland Security Act of 2002 and the Privacy Act of 1974, while rater one agreed with its usage. They were able to reach consensus on the quotation from the Privacy Act of 1974, agreeing that the word/code “access” did match the definition, but were unable to reach consensus with its use in the quotation from the Homeland Security Act of 2002. 


Quotation Selection
Code Assignment

ndividuals access to records about themselves, which are held
by federal agencies. Such mformation must be complete,

accurate, and relevant; the law requires that each agency
publizh a description of its record system and forbids the
agency fromm disclosing personal information except to the
indindual whe s the subject of such information. Yk

pernit the ndimdual to request access to federal records

The Ack
In the Unik

st and
The iatial request
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Presentation Notes
Docs is list of primary documents
Quotes are those passages selected as example from each document
Codes are words in the final selection
Memos are defnitions of the codes


Freguency in Single and Multiple
Documents



Date Std Sec. Disc Prvt Law Act Auth. Acc. Pol. Str Risk Proc. Com. Conf. Thrt Enf. HIP. Aud Pen. Cons
1890 0 0 1 1 1 0 1 0 0 0 0 0 1 1 0 0 0 0 0 0
1901 | 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1918 | 1 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1966 1 0 1 1 0 1 1 1 0 1 0 0 0 0 1 1 0 0 0 0
1971 | 1 1 0 0 0 0 0 1 0 1 0 0 1 1 0 0 0 0 0 0
1974 | O 1 1 1 1 1 0 1 1 1 1 0 0 0 0 0 0 0 0 0
1987 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1 0 0 0 0 1
1994 3 1 2 2 2 2 1 2 2 1 1 2 1 1 0 1 1 2 0 1
Tot. 8 4 6 7 5 5 4 6 4 5 8 8 3 3 2 2 1 2 0 2
% 72.73 36.36 54.55 63.64 45.45 45.45 36.36 54.55 36.36 45.45 27.27 27.27 27.27 27.27 18.18 18.18 9.09 18.18 0.00 18.1¢
1996 2 2 1 1 1 1 1 1 1 0 2 1 1 1 2 1 0 1 1 0
1997 1 0 0 0 1 0 0 1 0 0 0 0 1 0 0 0 1 0 0 0
1999 1 1 1 1 1 1 1 1 1 0 1 1 0 1 1 1 0 1 0 1
2000 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1
2001 2 2 2 1 1 2 2 2 1 1 2 0 2 0 2 1 1 1 1 1
2002 2 4 2 1 4 4 2 2 3 0 2 3 1 1 1 2 0 1 1 1
2003 | 3 3 2 2 2 8] 2 2 2 2 3 2 2 2 2 2 2 2 1 1
2004 | 2 2 1 1 1 0 1 1 0 1 1 0 0 0 1 0 1 0 0 0
2005 3 2 2 3 2 2 2 2 2 2 2 2 2 3 1 2 2 2 1 1
2006 | 2 2 2 1 2 1 2 2 2 2 2 2 2 2 2 1 0 2 1 0
2007 | 4 2 2 3 0 2 3 3 2 2 0 1 0 0 0 0 0 0 1 0
2008 0 1 1 1 1 1 0 0 0 1 0 0 0 0 0 0 1 0 1 1
Tot. 23 22 17 16 17 18 17 18 15 11 16 13 12 11 13 11 9 11 9 7
% 88.46 84.62 65.38 61.54 65.38 69.23 65.38 69.23 57.69 42.31 61.54 50.00 46.15 42.31 50.00 42.31 34.62 42.31 34.62 26.9:

Percentages based on 11 documents Pre-HIPAA and 26 documents Post-HIPAA



Results

Category |Pre- Post- | Total
HIPAA | HIPAA

Documents 11 26 37

Total 76 305 381

Word/Codes in

All Documents

Average 3.62 14.52

Word/Codes

per Document

Percent of 28.57% 37.36% 35.26%

WOF?/COC'GS IN | (66/231) | (204/546) | (274/777)

tota

documents
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Presentation Notes
Explain that denominators are the total number of codes possible for the number of docs…21 codes x number of docs


Pre-HIPAA

Post-HIPAA

Word/Code Pre-Rank | Docs (11) %

Standard 1 8 72.73%
Private 2 7 63.64%
Disclose 3 6 54.55%
Access 3 6 54.55%
Law 4 5) 45.45%
Act 4 5) 45.45%
Store 4 5) 45.45%
Secure 5 4 36.36%
Authorize 5 4 36.36%
Policy 5 4 36.36%
Risk 6 3 271.271%
Procedure 6 3 27.27%
Communicate 6 3 27.27%
Threat 7 2 18.18%
Enforce 7 2 18.18%
Audit 7 2 18.18%
Consent 7 2 18.18%
Confidential 8 1 27.27%
HIPAA 9 1 9.09%
Breach 9 1 9.09%
Penalty 10 0 0.00%

Word/Code | Post-Rank | Docs (26) %
Standard 1 23 88.46%
Secure 2 22 84.62%
Act 3 18 69.23%
Access 3 17 69.23%
Disclose 4 17 65.38%
Law 4 17 65.38%
Authorize 4 17 65.38%
Risk 5 16 61.54%
Private 5 16 61.54%
Policy 6 15 57.69%
Procedure 7 13 50.00%
Threat 7 13 50.00%
Communicate 8 12 46.15%
Store 9 11 42.31%
Enforce 9 11 42.31%
Audit 9 11 42.31%
Breach 9 11 42.31%
Confidential 9 11 42.31%
Penalty 10 9 34.62%
HIPAA 10 9 34.62%
Consent 11 7 26.92%




Word/Code Pre Post Chg

Secure 36.36 84.62 48.26
Penalty 0 34.62 34.62
Risk 27.27 6154 34.27
Breach 9.09 4231 3322
Threat 18.18 50 31.82
Authorize 36.36 65.38 29.02
HIPAA 9.09 34.62 25.53
Enforce 18.18 4231 24.13
Audit 18.18 4231 24.13
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Presentation Notes
Discuss table and reasons for decreases
Privacy and security usually addressed in same context. Storage has become just one area where date protection is needed, like transmission, or access.
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Reflecting from the greatest to least amount of change. The higher percentages post-HIPAA reflect the increase in word/codes found in documents
There appears to be no correlation between the amount of increase related to pre and post percentages


Related Word/Code Categories

¢ Law- standard, law, Act, HIPAA

¢ Access-access, consent, authorize,
disclose

¢ Breach-risk, threat, audit, breach
¢ Enforcement — penalty, enforce

¢ Security- confidential, private, secure,
store

¢ Policy- procedure, policy
& CommuRIcaenR
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Presentation Notes
Some were synonymous and others related, so made groups of related ones.


Related Category Comparison

Pre-HIPAA
. Legislation 43.18%
Related Average Comparison gisiatl °
Security 43.18%
Access 40.09%
Methods 31.82%
Communicate 27.27%
Breach 18.18%
Enforcement 9.09%
@ 3 = z S m Post HIPAA
2 i T = S o S g
by 0 5 3 Z 3 Legislation 64.42%
— wn W) T =z 0O o
< o 35 T Security 57.70%
> m
6‘ 3 Access 56.73%
= Methods 55.77%
Category
Breach 48.08%

O Pre-HIPAA B Post-HIPAA Communicate 46.15%

Enforcement 38.47%
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Presentation Notes
Results were calculated by taking the average of all the word/code percentages in each related category. Correlation with the exception of communication and breach.. proportional. Difference in the height due to higher or lower percentages in documents. 
Discussion of top related categories from tables. Categories mentioned in more of the post-HIPAA documents.


Related Categories

Related Category Comparison-

: HIPAA (Pre,Post, and Increases)
Related Categories by

Increases
BREACH 30.86 gg
ENFORCEMENT 29 .38 c 28
METHODS 22.03 § 38
LAWS 21.24 10
COMMUNICATION 18.88
ACCESS 15.82
SECURITY 14.52

O Pre-HIPAA B Post-HIPAA O Change
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Presentation Notes
Highest increase in related categories of breach and enforcement, followed by policy methods and then legislation. The last place of security is deceiving and a result of the decrease in the mention of security measures for data storage as well as the concept of privacy


Expected Outcomes

¢ Amount of separate concepts in both
legislation and standards have
Increased since HIPAA enactment

& Securnty. measures have gene frem
Pread te SPECIfic

¢ lLater legisiation) IS fecused on Setting
Stanaards

¢ LLessredundancy Intenminelogy as
[IME PregreESSES

9 Glekal standandizatieRis, alreacyiin
PIEGIESS
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Specific related to amount of terms in articles
Legislative efforts over date ranges
Standardization = less redundancy
Globalization = similar legislation, but now same standards.
Still differences between states
Pending legislation
Health Information Act 2007, National Health Information Technology and Privacy Act of 2007, Wired for Health Q	uality Act, Health Information and Security Act , National Health Information Incentive Act of 2007, Assisting Doctors to Obtain Porficient and Transmissable Health Information Technology Act of 2007(ADOPT HIT), Independent Health Record Trust Act of 2007, 


Conclusions

HIPAA enactment increased
the number of standards and
legislation relating to
healthcare data security (11-
26 documents)

“Standard” was found In the
most documents overall,
whether referring to another
document or as the title of
legislation. (88.46%0)

In all documents, categories
“legislation” and “security”
had highest percentages.

When word/codes are divided
into subgroups, frequencies
changed.

Pre and post-HIPAA related
category comparisons show
“legislation” the highest in
both categories, but security
drops from second to last.

*

*

When looking at percentage
of change, pre and post-
HIPAA, categories “breach”
and “enforcement” had
highest percentages of
INncrease

Emphasis on standardization
of format, architecture,
messaging and security
measures to increase
interoperability.

— CCHIT

— HITSP

Legislation relating to data
security is still being written
and enacted, even though the
focus may have changed.


Presenter
Presentation Notes
Caveat that not all documents related to data security were included
Not based on frequency, but on presence in a single document
Std and security terminology still being used
Dividing gives a better picture 
Subgroups more accurately reflect the changes in security concerns
Explainable because with increased interoperability, come greater chance of intrusion – more hands touch it, more hands have opportunity to hack into it


Limitations

¢ Difference in general and specific
word/codes

¢ Not all documents In the time frames
were included

¢ Variety of entities affected by a
standard or legislation

¢ Related category legislation more apt
to be found because they are titles of
documents often referenced

¢ Removal of security measures from
global to more specific IT legislation



Future Studies

¢ Analysis of future legislation, post-
HIPAA, relating to healthcare data
security

— In standards or IT specific

¢ Analysis of breaches related to
Increased Interoperability

¢ Analysis of penalty enforcement
related to breaches.


Presenter
Presentation Notes
1.Does it include references to general terms like privacy and security or specific things like breach and enforcement
2.Now that breach reporting is mandatory, may be better at documenting this
3. What, if any, penalties are being imposed



	Cross-Case Analysis of Data Security Measures Before and After the 1996 HIPAA Enactment
	Importance
	Assumptions
	Method
	Selection of Documents
	Atlas.ti WordCruncher
	Word/Codes by Frequency
	Slide Number 8
	Frequency in All Documents (37)
	Slide Number 10
	Inter-rater Reliability
	Quotation Selection�Code Assignment
	Frequency in Single and Multiple Documents
	Slide Number 14
	Results
	Pre-HIPAA                   Post-HIPAA
	Slide Number 17
	Slide Number 18
	Related Word/Code Categories
	Related Category Comparison
	Related Categories
	Expected Outcomes
	Conclusions
	Limitations
	Future Studies

