the ONEAL project Issues Module: Privacy & Surveillance Lesson

Measuring Library Vendor Cyber Security

In this activity, you will learn one way to measure a library vendor’s cyber security.

The first step is to read the article, “Measuring Library Vendor Cyber Security: Seven Easy Questions

Every Librarian Can Ask” by Alex Caro and Chris Markman. You can also check out this slightly shorter

handout version of the article.

Next, either pick a vendor contract you have access to at your institution or choose one from the SPARC
Contracts Library.

Using the article’s rubric, evaluate the contract for the following elements and assign the point values as
indicated:

Criterion Brief Description Point Value

1. Data Breach Policy Is there a formal process in place to report data +/- 1 point
breaches if/when they occur?

2. Data Encryption If patron data is stored by the vendor, is it encrypted? +/- 1 point

3. Data Retention Does the vendor purge patron search history records +/- 1 point
on a regular basis?

4. TOS "Ease of Use" Can the average patron read and fully understand the +/- 1 point
vendor’s terms of use policy?

5. Patron Privacy Does the vendor’s website use Google Analytics or +/- 1 point
other tracking software to monitor users?

6. Secure Connections Does the vendor’s website enforce secure connections +/- 1 point
only? (HTTPS or better?)

7. Advertising Networks | Does the vendor’s website participate in ad networks? +/- 6 point

Total Points:

CC-BY 3.0 Measuring Library Vendor Cyber Security: Seven Easy Questions Every Librarian Can Ask” by
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https://journal.code4lib.org/articles/11413
https://journal.code4lib.org/articles/11413
https://dataprivacyproject.org/wp-content/uploads/2017/02/Handout-Vendor-Questions.pdf
https://dataprivacyproject.org/wp-content/uploads/2017/02/Handout-Vendor-Questions.pdf
https://sparcopen.org/our-work/big-deal-knowledge-base/contracts-library/
https://sparcopen.org/our-work/big-deal-knowledge-base/contracts-library/
https://journal.code4lib.org/articles/11413
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Grade Scale:

A Greater than or equal to 11
points

B Greater than or equal to 10
points

C Greater than or equal to 9
points
Greater than or equal to 7
points
Less than or equal to 6 points
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Some of the elements will not be included in the
contract as written. You may have to investigate the
vendor’s website and their Privacy Policy or other
policy documentation online.

When you have determined the points for each criteria,
evaluate the vendor with a letter grade based on the
article’s format.

What grade did the vendor reach? How comfortable
are you with the result and continuing a relationship
with that vendor? If you have concerns, consider
sharing your process with the vendor and asking to
have a conversation with them about adjustments
during your next contract reevaluation.



