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Based on reading Building a Culture of Privacy through Collaborative Policy Development by Margaret Heller (2023) and reviewing the Loyola University Chicago Libraries Privacy Policy, consider how you might approach building a culture of privacy and developing a privacy policy at your own institution. While this might include sections on licensing with external vendors and their third-party privacy practices, it is meant for you to primarily establish a baseline privacy policy for how your library collects patron data information and how you treat that data from a privacy perspective.

Initial Research & Assessment:
1. What existing privacy policies from other academic libraries can serve as models for your institution? (see some examples below)
2. What are your state and federal legal requirements regarding library user privacy (e.g., FERPA, GDPR, and state laws)?
3. What systems in your library currently collect, store, or transmit patron data?
4. Who is responsible for the stewardship of patron data, including retention policies?

Policy Development Process:
1. Who are the key stakeholders that should be involved in developing your privacy policy? Consider including:
a. Front-line library workers
b. Department heads
c. Systems staff
d. Subject liaisons
e. Acquisitions staff
f. Information Technology / Security office
g. General Counsel
h. Users (Faculty & Students)
2. What current practices need to be audited?:
a. Circulation records
b. Purchase requests
c. Reference services
d. Electronic resource access
e. Library platforms (e.g. Springshare)
f. Paper forms
3. Using the ALA Library Privacy Checklists level 1 priorities, what immediate gaps exist in your current privacy practices?

Implementation & Culture Building:
1. Who should serve as your library privacy officer and what authority/responsibilities should they have?
2. What training needs exist for staff at different levels to understand and implement privacy practices?
3. How can you make your privacy policy accessible and understandable to both staff and patrons?

Policy Content:
1. What specific guidelines do you need regarding:
a. Data collection
b. Data retention
c. Data sharing
d. User consent
e. Third-party vendors
2. How will you handle:
a. Law enforcement requests
b. Data breaches
c. User rights and access to their own data
d. Privacy impact assessments for new services

Review & Maintenance:
1. What schedule should you establish for reviewing and updating the privacy policy?
2. How will you document and communicate policy changes to community members?
3. How will you respond to requests about or for personal information from your users?
4. What metrics can you use to assess the effectiveness of your privacy practices?

Additional Policy Examples:
· Loyola Marymount University William H. Hannon Library
· Formal policy document from 2009 - note that vendor privacy policies are not mentioned
· UC Berkeley Library
· Webpage text that addresses vendor privacy policies in a basic liability disclaimer that they do their best but cannot control vendor third-party practices
· University of Pittsburgh Library
· Webpage text, similar to the previous UC Berkeley example with one key difference in that they mention partnering with university IT for security review of vendors.
· University of Pennsylvania Libraries
· Webpage text similar to UCB except for one line - “The Penn Libraries does not sell personal information or data, and reject its use by licensors for promotional purposes” (emphasis added). This indicates a stronger stance on vendors and third-party providers than the previous examples.
· Cornell University Library
· Webpage text similar to UC Berkeley’s, however, they reserve the right to cancel subscriptions over privacy concerns at any time.
· They have created an archive of vendor privacy policies for monitoring and are developing a notification system to warn users about risky resources.
· MIT Libraries
· Formal policy last updated in January 2025, presented as webpage text. Again, similar to the UC Berkeley example when discussing vendor privacy policies but is an overall more comprehensive language example for data collection by the Library and how they deal with privacy practices.
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