the ONEAL project Issues Module: Privacy & Surveillance Lesson

Privacy Language Primer: Exercise Answers

Example 1:

This language might be found in an Authorized User clause, or in a Licensee clause that describes the
licensee’s use of the material or platform. The language refers to a privacy policy posted online, and the
agreement itself likely does not contain any language about the protection of user privacy. This
agreement offers poor to no protection of user privacy. Consider printing and reviewing the privacy
policy as part of the agreement or replacing the clause with language that protects users and user data.

Example 2:

This language might be found in a Usage clause, or a Licensor obligations clause. It describes how user
data relating to the usage of the material will be handled. It limits sharing of that data only for purposes
related to the service and it must be aggregated; and it prevents the vendor from sharing any raw usage
data with third parties. This is good language, but it is limited to usage data. Be sure other language in
the agreement addresses confidentiality of all user data

Example 3:

This language might be found in a Confidentiality clause or in a General clause. Referencing
confidentiality, it prevents the library from sharing the terms of the agreement. Keeping the terms of
library contracts confidential only serves the financial interest of the vendor, and all libraries benefit
from open and shared terms and pricing models. This language should be removed.

Example 4:

This language might be found in a Data Security clause or a Confidentiality clause. It restricts use of the
confidential information to the performance of the product, and it references Applicable Laws. Be sure
the definition of Applicable Laws is included. Confidential Information is defined, though somewhat
vaguely and it includes pricing and possibly the terms of the agreement. Instead specify that pricing and
the contract terms are not confidential.
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