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Highlights 

• Learning analytics tools are becoming commonplace in educational technologies, but 
extant student privacy issues remain largely unresolved. 

• It is unknown in literature whether faculty care about student privacy and see privacy as 
valuable for learning. 

• Study findings indicate that faculty believe privacy is important to intellectual behaviors 
and learning. 

• Faculty are making assumptions about existing privacy protections and making 
instructional choices that could harm students.      

Abstract 

Learning analytics tools are becoming commonplace in educational technologies, but extant 
student privacy issues remain largely unresolved. It is unknown whether faculty care about 
student privacy and see privacy as valuable for learning. The research herein addresses findings 
from a survey of over 500 full-time higher education instructors. In the findings, we detail 
faculty perspectives of their privacy, students’ privacy, and the high degree to which they value 
both. Data indicate that faculty believe privacy is important to intellectual behaviors and 
learning, but the discussion argues that faculty make choices that put students at risk. While there 
seems to be a “privacy paradox,” our discussion argues that faculty are making assumptions 
about existing privacy protections and making instructional choices that could harm students 
because their “risk calculus” is underinformed. We conclude the article with recommendations to 
improve a faculty member’s privacy decision-making strategies and improve institutional 
conditions for student privacy. 
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1. Introduction  

The interest in aggregating, mining, and analyzing troves of student data continues. Often 
under the auspices of “learning analytics” and “educational data mining,” these sociotechnical 
practices attempt to describe, predict, and intervene at sites of learning to improve learning 
outcomes (Gašević et al., 2015; Siemens, 2013). They also strive to mold the holistic student 
experience so that student success—which is to say measures of academic achievement, 
retention, and graduation—increases, usually while reducing institutional labor and resource 
expenditures. The data infrastructures on which learning analytics rely serve as new kinds of 
“policy instruments” that assist administrators to restructure academic labor and intellectual 
behavior for faculty and students, respectively (Williamson, 2016, 2019). While research is still 
needed to see if this sociotechnical practice will produce notable benefits, institutions continue to 
push forward.  

Where American higher education is concerned, the cost of pursuing an undergraduate or 
graduate degree can be, and often is, a challenging financial ask. Failure to earn one’s degree can 
lead to years of economic hardship as individuals pursue financially beneficial endeavors while 
shouldering significant debt (Goldrick-Rab, 2016). Additionally, universities compete in a highly 
competitive market to attract students and demonstrate institutional superiority via rankings 
systems. If institutions can adopt data science strategies that help students achieve success (and 
reduce the risk of socioeconomic ruin) while improving their institutional reputation in the 
process, then data mining and predictive analytics seem justified (see Jones, Rubel, et al., 2020). 
But do the ends justify the means? Researchers and pundits alike point out that learning analytics 
raises significant student privacy issues and other ethical concerns, which may directly or 
indirectly harm students, faculty, and the larger mission of higher education.  

While students may be the primary subjects of learning analytics, it is fair to characterize 
faculty as the primary users, as they are the ones that utilize data and dashboards to effect 
instructional change and intervene with students. However, faculty views of learning analytics, 
especially its ethical facets like student privacy, are under-researched. In this article, we report 
findings from a national survey of over 500 full-time, American, higher education instructors to 
fill this identified gap. We begin with a review of the literature framed by a tight summary of 
learning analytics and a more expansive discussion of the associated privacy and ethics issues. 
The methods section follows, which includes a description of our survey’s design and 
distribution strategy and the statistical and qualitative methods we used to analyze the data. In 
the findings, we home in on key data indicating how faculty define student privacy and the high 
degree to which faculty value their students’ privacy. Our discussion raises questions about the 
prima facie paradox between an expressed high value of student privacy with practices that seem 
to conflict with this value. We posit that faculty are making assumptions about existing privacy 
protections and making instructional choices that could harm students because their “risk 
calculus” is underinformed. We end the article with recommendations to improve a faculty 
member’s privacy decision-making strategies and improve institutional conditions for student 
privacy. 

2. Literature review 

2.1. Learning analytics and issues of ethics 



More often than not, learning analytics advocates predicate their work on the repeated Big 
Data principle that more data is better data (Clarke, 2016; Floridi, 2012). This essential position 
has motivated institutional professionals and researchers alike to push the “data frontier” (Beer, 
2018, p. 18) even further by scanning for revelatory data sources that make students’ lives visible 
for analysis and intervention. Citing Solove (2004) and Jones (2019), respectively, Kwet and 
Prinsloo (2020, p. 511) note that “higher education institutions are extending the data frontier 
through ‘smart campus’ and ‘smart classroom’[projects]…. As such, physical space, and the 
broader project of student data collection, is becoming part of an ‘elaborate lattice of information 
networking’ where data are shared, sold, merged, and new data bodies and data profiles come 
into existence.” Quite obviously, learning analytics has a narrow privacy problem and a broader, 
more complex set of ethical quandaries. 

Since its inception, learning analytics has struggled with significant privacy and ethics issues, 
for there are no easy answers to these very real questions. Some practitioners have gone as far as 
to suggest that the ethical responsibility is overly burdensome (Fritz & Whitmer, 2019). They 
argue that the breadth and depth of moral questions learning analytics raises has paralyzed its 
implementation and growth. We will not attempt to catalog the privacy and ethics issues 
comprehensively (see Ferguson, 2019; Pardo & Siemens, 2014; Rubel & Jones, 2016; Scholes, 
2016; Selwyn, 2020; Slade & Prinsloo, 2013); however, we will contextualize these issues in 
relation to our primary concern: instruction and learning. 

Scholars have identified student privacy as a critical condition necessary to enable and 
protect the pursuit of ideas and speech development (Jones, Asher, et al., 2020). Students may 
alter their natural behaviors when digitally surveilled by reducing their engagement in 
contentious but important debates around politics, religion, and social values. To this point, 
Hartman-Caverly (2019, p. 39) states that “leaderboards and other forms of social surveillance in 
analytics-enhanced courseware engender student performativity that exerts a chilling effect on 
learning behavior, resulting in self-censorship, inhibition, silencing, and conformity.” Polonetsky 
and Tene (2014, p. 982) write with stark language that for students “who believe that every page 
view and quiz response will be recorded and analyzed, life under the magnifying glass becomes a 
grueling and relentless test.” Some degree of surveillance is a basic requisite for learning 
analytics to support interventions, which raises other concerns. 

Learning analytics emerged in tandem with the growing use of data dashboards in support of 
business intelligence purposes. Many scholars posit that these dashboards can equally help 
faculty and students. For faculty, they can make obvious students who are at academic risk using 
descriptive data and predictive measures (Duval, 2011). For students, dashboards hold the 
potential to help individuals self-regulate their behaviors and compare themselves with their 
peers’ academic success (Bodily & Verbert, 2017). While these dashboards may support 
intervention strategies and facilitate personalized education, many scholars note that they enable 
faculty to profile students based on their risk status and create conditions where students 
experience the phenomena of self-fulfilling prophecies. Citing Greller and Drachsler (2012), 
Roberts et al. (2016, p. 2) argue that learning analytics may contribute to poor faculty decision 
making, where they  judge students “based on a limited set of parameters [, creating] a context 
for profiling, and profiling can result in limiting students’ potential and damaging self-efficacy.” 
Rubel and Jones (2016) raise another point regarding fairness. It may be so that faculty, who 
know which students are predicted to succeed and those who are not, will turn their focus and 
labor toward students who will 1) not be a burden on their time and 2) will add value to the 
course’s learning community. Clearly, the distribution of resources in this hypothetical case is 



unfair—but plausible. More recently, the learning analytics community has seriously considered 
whether or not fairness and bias issues are becoming embedded in the predictive measures and 
machine learning algorithms that drive them (Holstein & Doroudi, 2019; Marachi & Quill, 
2020). 

An emerging set of the learning analytics literature concerns issues related to faculty, for the 
surveillant eye of learning analytics easily turns to faculty who are themselves, like their 
students, embedded in and reliant upon institutional information. The datafication of instruction 
and student learning further enables faculty monitoring and scoring in ways that parallel student-
focused learning analytics. Williamson et al. (2020, pp. 357–358) remind us that “datafication 
also demands certain kinds of classroom pedagogies. Not all forms of learning can be quantified 
and analyzed. And this means, potentially, that not all forms of teaching and learning will ‘count’ 
in terms of how teachers and students are measured and assessed.” While faculty (so far) retain 
academic freedom rights to make instructional choices they see fit to their students’ educational 
needs and disciplinary norms, increasing surveillance and decreasing faculty power make these 
institutional actors subject to invasive management and autonomy-limiting digital governance 
(Castañeda & Selwyn, 2018). Leading learning analytics researchers argue that the methods and 
measures they advocate for should not be used against faculty; however, administrative “techno-
solutionism” (Morozov, 2013) continues unabated in higher education, especially where audit 
culture and neoliberalism motivate leadership decisions and the restructuring of the academy 
(Hall, 2016; Prinsloo & Slade, 2019; Selwyn, 2015). 

2.2. Faculty perspectives and problems 

Research on user perspectives of learning analytics, much like the ethics of the sociotechnical 
practice, remains focused on students. For example, some research raises questions about privacy 
rights and system design expectations (see Bennett & Folley, 2019; Ifenthaler & Schumacher, 
2016; Jones, Asher, et al., 2020; Roberts et al., 2016; Schumacher & Ifenthaler, 2018). But what 
of faculty? It is surprising that faculty perspectives of learning analytics are not a widely studied 
topic, save a few key articles (Arthars & Liu, preprint; Hora et al., 2017; Klein et al., 2019).  

Where published research exists, it has focused on faculty adoption, specifically how to 
incentivize tool use and make data-based decisions (Arthars & Liu, preprint; Bollenback & 
Glassman, 2018; Dietz-Uhler & Hurn, 2013; Hora et al., 2017). Some of the research has 
uncovered emerging privacy concerns. A reoccurring issue present in several studies is the 
perception that learning analytics presents a “big brother” type environment (Bollenback & 
Glassman, 2018; Dietz-Uhler & Hurn, 2013; Khan, 2017; Klein et al., 2019; Knight et al., 2016; 
Parrish & Richman, 2019). However, this literature set did not fully develop what faculty mean 
when claiming that analytics were “big brother-ish.” Outside of general privacy concerns, we 
noted two primary ethics issues and the first of which concerns student profiling. Faculty argued 
that existing data is insufficient to allow for a holistic student view (Khan, 2017; Klein et al., 
2019; Knight et al., 2016), which could lead to biased or incorrect actions against students 
(Bollenback & Glassman, 2018; Dietz-Uhler & Hurn, 2013; Knight et al., 2016). The second 
issue is more personal to faculty and matches the points raised by ethicists. Parrish and Richman 
(2019, p. 10) found that faculty were keenly aware of the possibility for academic freedom to be 
lessened, writing that they “expect the opportunity to make their own legitimate judgments about 
the content, their teaching, and what their students need to be successful in higher education 
coursework.”  



2.3. Emerging research questions 

Faculty are arguably on the front line of student privacy. Their tool choices, instructional 
designs, and course policies impact the degree to which students retain privacy. That there is 
little known about how faculty interpret student privacy issues and then take action to limit them 
signifies a noteworthy gap in the literature worthy of inquiry. 

This paper marks the first effort of a multi-phase, grant-funded research agenda to understand 
this underdeveloped area better. We argue that it is necessary to begin research in this space by 
understanding faculty views of privacy, both personally and concerning students. Definitions of, 
perspectives about, and the value of privacy can and does differ (Nissenbaum, 2009; Solove, 
2005). We need to begin this work by first understanding faculty views on student privacy before 
moving into an actionable space (e.g., policy recommendations, technological design choices, 
instructional approaches). 
Using a survey methodology that we describe below, our exploratory research questions are: 

• RQ 1: How do faculty define personal privacy? 
• RQ 2: Do faculty value their privacy?  
• RQ 3: How do faculty define student privacy? 
• RQ 4: Do faculty value students’ privacy? 

 
Future research from this survey will address, among other things, faculty use of learning 
analytics, student privacy training, knowledge of student privacy resources, and how student 
privacy influences instructional decision making. 

3. Methods 

3.1. Survey design and evaluation 

We designed the study using a multi-step strategy. First, we drafted the initial survey based 
on an extensive literature review. Next, we made edits to its structure, removing overlapping, 
redundant and divergent questions. We then thematically organized questions into seven sections 
covering privacy demographics, privacy perceptions and expectations, privacy practices, privacy 
policy, learning analytics, personal demographics, and professional demographics. Following 
this step, the project’s expert advisory board provided input, which led to further culling and 
question refining. Finally, using a draft of the survey, we conducted ten cognitive interviews 
with participants who fit the sample’s criteria; we subsequently made changes based on the 
results of the cognitive interviews. The final survey consisted of 77 questions, including 
descriptions, consent questions, topical questions, and demographic questions. We organized 
these questions into 10 thematic sections. Some sections directly address the exploratory 
research questions, while others sought to discover potentially relevant contextual information 
about learning analytics and the participant’s institutional practices. The entire survey, in both 
Word (i.e., DOCX) and Qualtrics (i.e., QSF) formats, is available to public to review, adapt, and 
reuse (Jones et al., 2019). We submitted a final version of the survey with accompanying 
artifacts (e.g., recruitment messaging) to the Indiana University and University at Buffalo 
institutional review boards for ethical review and clearance. The project received and cleared an 
exempt review for posing no more than minimal risk to participants. 



3.2. Survey distribution procedures 

We fielded the survey using the Qualtrics Panel Systems. Qualtrics recruited participants 
who self-identified as full-time instructors in the United States from non-profit colleges and 
universities. Qualtrics Panels Systems financially incentivizes its participants for their efforts, 
but we were not informed of the monetary amount. An initial 72-hour launch yielded 40 
responses; we used these data to test survey functionality. Following a review, we fully 
distributed the survey. To achieve a confidence level of 95% with a +/- 5 confidence interval for 
reporting results, we determined that we need a sample size of at least 385 participants from the 
population of approximately 1.5 million higher education faculty in the United States (National 
Center for Education Statistics, 2019b). As we planned Chi-square analyses, we needed this 
sample size to achieve the required test power (β = .80) to identify at least a medium effect size 
(0.3). In total, Qualtrics fielded responses for 42 days in early 2020, yielding a final total of 502 
viable responses for data analysis. On average, participants completed the survey in 22 minutes. 

3.3. Data analysis strategies 

Initial data analysis consisted of running descriptive statistics to identify counts, frequencies, 
and percentages for the sample and the responses. We performed additional data analysis on a 
sub-set of survey questions directly related to the research questions. To check for statistical 
associations between ordinal items, we used the Spearman’s rho analysis. Additionally, we ran 
Chi-square analyses for comparisons between nominal/nominal and nominal/ordinal items. Due 
to the number of comparisons, we utilized a Bonferonni adjustment to adjust the alpha used to 
determine statistical significance. This adjustment helps to control for Type-I inflation errors by 
reducing the alpha based on the number of comparisons. Post hoc analysis for statistically 
significant Chi-square results relied on standardized residuals (Sharpe, 2015). 

In addition to the statistical analyses, the research team qualitatively coded answers to two 
open-ended questions using an a priori codebook: 

 
1. How do you define personal privacy? 
2. How do you define student privacy? 

 
For both questions, we coded data using a pre-determined codebook consisting of six codes 
associated with definitions of privacy derived from Solove’s (2005) taxonomy of privacy. The 
codes addressed contextual integrity, relational privacy, information control, information access, 
intellectual privacy, and personal privacy. After discussing the definitions with the privacy 
expert on the team, two team members coded a small subset of the data. The team then 
reconvened to discuss discrepancies and come to a consensus. The discussion aimed to achieve 
dialogical intersubjectivity rather than an interrater reliability statistic (Brinkmann & Kvale, 
2018; Saldaña, 2015). We completed the process of coding and discussion four times in total. 
When it was unclear if the data could accurately be coded with the codebook or in cases where 
coders were unsure if the data was useful, the coders applied a “flag” code. The privacy expert 
team member reviewed and resolved all flagged data. The categories that posed the greatest 
challenges for coding were information control and information access. These challenges 
resulted in useful discussion among team members about the meaning of these terms and how 
they might be interpreted by participants. 



3.4. Personal and professional demographics 

While we did not intend to achieve a nationally representative sample of higher education 
faculty, our demographics are arguably representative across several categories—and usefully 
oversampled in some instances as tracked by the National Center for Education Statistics (2019a, 
2019b). The most recent national numbers indicate that faculty are split across traditional, binary 
gender lines (i.e., male and female), and our survey sampled slightly more female-identifying 
(56.8%) than male-identifying faculty. Our ethnicity/race demographics are comparable as well; 
see Table 1.1 

Table 1  

Race and Ethnicity Response Rates as Compared with National Rates 

Race/Ethnicity Response Rate  National Rate 
White 78.3% 68.8% 
Asian/Pacific Islander 10.3% 9.6% 
Hispanic 6% 4.9% 
Black 5.8% 5.5% 
Native American 1.6% 0.4% 

 
Finally, our respondents reflect similar percentages regarding institutional representation. For 
public versus private institutional percentages, the survey ratio is 69.1%/30.9% and the national 
ratio is 63.6%/36.4%.  

Age range distribution was balanced, with slightly more falling in the 35 to 44 range 
(32.1%), followed by 22 to 34 (24.1%), 45 to 54 (22.3%), and 55 to 64 (15.7%). Only 4.8% of 
respondents identified as being 65 and over, with five opting not to respond. Sexual orientation 
indicated that faculty were primarily straight (83.7%).  

Politically, those who identified as Democratic made up nearly half of the respondents, 
though a large group (26.1%) identified as having “no political affiliation or independent.” 
Nearly half identified as being Christian (47.6%), followed by “no religious affiliation” (14.5%), 
“agnostic” (11.4%), “atheist” (10.4%), with the remainder representing a wide variety of 
religious affiliations. Most respondents did not identify as having a disability/ability status, and 
most also did not identify as an immigrant. 

We asked respondents about their professional demographics. Most participants identified as 
full professors (23.5%), followed by assistant professors (20.9%), associate professors (17.9%), 
adjuncts (16.5%), and lecturers (15.1%); 5.4% indicated a title not listed and less than ten 
respondents identified as professor emeritus. Response rates by field are in Table 2. 

Table 2  

Field Representation Response Rates  

 
1 Participant response rates exceeded 100% because individuals were able to choose more than one racial or ethnic 
group with which they identified. 



Field Response Rate  
Science, Technology, Engineering, & Medicine (STEM) 28.9% 
Arts and Humanities 24.1% 
Social and Behavioral Sciences 18.1% 
Education 12.2% 
Business 7.2% 
A Field Not Listed 5.4% 
Performing Arts 4.2% 

 
The survey asked respondents if they identify more as a teacher or a researcher on a sliding scale. 
25.1% of respondents identified as 100% teacher, while less than ten respondents identified as 
100% researcher. Most fell in between both identities, though more (59.0%) selected a range that 
was more teacher than researcher.  

There was a good balance in terms of years of instructional experience and the format of 
instruction. 21.7% of respondents selected 0 to 5 years of experience, 22.9% selecting 6 to 10 
years, 21.3% selecting 11 to 15 years, 13.7% selecting 16 to 20 years, and 20.3% selecting 21 
years or more. Face-to-face (63.1%) was the most often selected format in which respondents 
primarily teach, followed by hybrid (29.9%) and online (7.0%).  

Student populations primarily taught skewed toward undergraduates (69.1%), followed by a 
combination of undergraduates and graduates (21.3%), and solely graduates (9.6%). Class size 
was balanced between those teaching 21-50 students (48.4%) and those teaching 0-20 students 
(41.8%); very few respondents taught more than 50 students. 

4. Findings 

4.1. Defining and valuing personal privacy 

We asked participants to rank six of the more common definitions of privacy (see 
Nissenbaum, 2009; Solove, 2005), putting the definition that most resonates with their 
understanding of privacy in the first of six positions. The definitions were as follows, which we 
have prefixed with a shorthand: 

• Contextual Privacy: Privacy determines the flow of information (e.g., access, re-use, 
disclosure) about me in a given context (e.g., healthcare, education) 

• Relational Privacy: Privacy enables me to form relationships involving respect, love, 
friendship, and trust. 

• Information Control: Privacy lets me control the information that is generated about 
me. 

• Information Access: Privacy lets me limit other people’s access to information about 
me. 

• Intellectual Privacy: Privacy protects me when I’m doing intellectual activities (e.g., 
searching for information, writing, thinking). 

• Personal Privacy: Privacy protects my dignity, autonomy, and independence. 
 
In the first ranking position, participants indicated that the information access definition most 
resonated with their understanding of privacy (33.8%, n = 170), followed by personal privacy 



(22.1%, n = 111). For the second ranking position, information access remained at the top 
(31.1%, n = 156), followed by the information control definition (22.5%, n = 113). 48.8% (n = 
245) ranked relational privacy in the sixth position, indicating that it resonated the least with 
their definition of privacy. 

Asking participants to reveal how they define privacy does not disclose whether they value it. 
So, we followed our definitional question with a Likert scale question with this stem: How 
important to you is your personal privacy? 63.3% (n = 318) stated that privacy was very 
important to them, 32.9% (n = 165) selected that it was important, and 4% (n = 20) indicated that 
it was moderately important. No participants stated that privacy was only slightly important or 
not important. 

4.2. Defining and valuing student privacy 

How a faculty member defines and ranks their view of privacy may change when considering 
students. To home in on this question, we duplicated the question we addressed in section 4.1 
with minor changes, namely modifying the pronouns to instead refer to students. As with 
participants’ views of privacy, the data indicate that faculty perceive information access as the 
definition of privacy most applicable to students (32.9%, n = 165; this reflects a downward 
change of 1%). Again, as with participants’ views of their privacy, faculty chose relational 
privacy as the definition that least reflected their perception of student privacy. Across all six 
placements, there are no notable percentage or ranking changes.  

We sought to identify if faculty valued their students’ privacy—the result was overwhelming. 
Using a Likert scale, we determined that 98.9% of respondents stated that privacy was either 
very important (74.8%, n = 376) or important (24.1%, n = 121). No faculty indicated that their 
students’ privacy was not important.  

4.3. Comparisons of personal and student privacy definitions 

With privacy definitions and the value thereof acquired on both concepts—personal and 
student privacy—we proceeded to analyze the data to determine if participants were consistent 
with their treatment of the privacy concepts. We started with within-concept tests. Of the 
possible matches between the respondent’s open-ended definition of personal privacy with their 
first choice of personal privacy definitions, there was a 41.4% (n = 104) match rate. A similar 
match rate was discovered for student privacy: 44.6% (n = 112). We next looked at between-
concept tests. 

Our first test examined if the respondent’s open-ended definition of personal privacy 
matched their open-ended definition of student privacy. Unlike with the aforementioned within 
concept tests, this between concept test demonstrated a much higher match rate: 90.0% (n = 
226). We homed in on how this match frequency rate was distributed across the six codes of 
privacy definitions applied during the qualitative coding segment of the research. Of the 226 
matched pairs, 36.7% (n = 92; 60.1% of 153 possible taxonomy matches) reflected information 
access matches, 29.9% (n = 75; 40.7% of 184 possible taxonomy matches) reflected information 
control matches, and 9.2% (n = 23; 35.9% of 64 possible taxonomy matches) reflected 
contextual privacy matches. Another 34 (13.5%) matches were present, but they reflected 
responses without clearly codable privacy definitions. All other matches reflected 1% or less of 
the total distribution. Next, we analyzed each respondent’s first choice of personal privacy 



definitions and their first choice of student privacy definitions. In this case, the match rate was 
94.0% (n = 236).  

We will unpack these findings fully in the discussion section, but briefly, we want to 
summarize the significance of the analysis. Participants are conceptually consistent when we 
review between concept tests. Put differently, their conceptualization of privacy is similar when 
providing written definitions and when selecting a definition from a list. However, participants 
are conceptually inconsistent within definitions; they struggled with consistently writing a 
privacy definition and then choosing a similar definition from a list for the same concept 
(personal or student privacy). 

4.4. Identity effects on privacy 

Research has shown that demography and identity influences perspectives on privacy. This is 
partly due to some demographics, such as one’s race or religion, being less socioeconomically 
privileged. Protecting information disclosures may be a necessary defense or a socially 
advantageous move. We asked participants if any of their demographic or identity markers 
influenced their privacy views. 50.0% (n = 251) stated that their political affiliation was 
influential, followed closely by their age (45.8%, n = 230), and their religious affiliation (41.8%, 
n = 210). Participants were less likely to state that immigration status (15.1%, n = 76), 
disability/ability status (23.3%, n = 117), or ethnic identity (26.9%, n = 135) influenced their 
privacy views. Additional chi-square analyses identified significant results.  

There proved to be significant findings between respondents identifying as immigrants and 
their views on privacy, yielding a significant association (χ2 = 26.03, df = 2, p < 0.0012) with a 
medium effect size (Cramer’s V = 0.27). And there was a significant association (χ2 = 18.13, df 
= 5, p < 0.0029) with a medium effect size (Cramer’s V = 0.19) between whether immigration 
status influences their view of privacy and the rating of relational privacy. A Bonferroni post hoc 
analysis showed that immigration status influenced participants’ views on privacy more often 
than expected ranked the relational privacy second or third in terms of how well the definition 
resonated with their understanding of privacy. There was a significant association (χ2 = 19.10, df 
= 2, p < 0.0012) with a medium effect size (Cramer’s V = 0.23) between immigration status and 
whether ethnic identity influenced their view of privacy. A Bonferroni post hoc analysis 
indicated that those who identified as an immigrant more often than expected indicated that their 
ethnic identity influenced their views on privacy.  

Respondents’ political affiliations also bore interesting findings. For instance, one’s political 
affiliation is intertwined with their religious affiliation, which influences views on privacy. Chi-
square analysis uncovered a statistically significant difference (χ2 = 19.58, df = 4, p < 0.0012), 
with a medium effect size (Cramer’s V = 0.20). A Bonferroni post hoc analysis indicated that 
those who affiliated as Republican more often than expected indicated that their religious 
affiliation influenced their views on privacy compared to those who affiliated as Democratic or 
as having no political affiliation. And those who identified as having no political affiliation more 
often than expected indicated that their religious affiliation did not influence their views on 
privacy compared to those who affiliated as Republican or Green, Libertarian, & Other. 

The findings show how some aspects of demography influence faculty views of their privacy, 
but it is striking that there is very little other statistical difference to report. We saw no 
statistically significant associations between aspects of respondents’ professional identity and 
how faculty view their personal privacy or student privacy. We expected that, at the least, 



whether one views one’s self more as a teacher or researcher would demonstrate a statistical 
effect, but it did not. Our driving assumption was that faculty identifying more as teachers than 
researchers would positively correlate with a higher value related to student privacy. 

4.5. The value of privacy for learning 

Given privacy’s instrumental role in the construction and protection of intellectual artifacts 
and behaviors often associated with learning, we asked if student privacy was important 
regarding the following: 

• building relationships with their student peers, 
• building course learning communities, 
• achieving course learning outcomes, 
• developing ideas, 
• sharing ideas, 
• and creating course artifacts (e.g., papers, presentations, online discussion posts). 

 
Across all of the above facets, a majority of faculty stated that privacy was either very important 
or important. Relationship building was the highest scored measure with an aggregate percentage 
of 74% (n = 372).  

Even if faculty believe that student privacy is important and see value in it as part of the 
learning process, it does not necessarily follow that they perceive that students care about their 
privacy. 80.1% (n = 402) stated that they believed students care about their privacy, 8.4% (n = 
42) stated that students did not care, and 11.6% (n = 58) were unsure if students cared.  
Additional analysis using Spearman’s rho found positive, but weak, correlations between how 
important respondents felt student privacy was and the importance of privacy for students’ 
ability to perform course-related activities. The more important respondents felt student privacy 
was, the more likely they were to feel that privacy was important or very important for students’ 
ability to build relationships with their student peers (rs = 0.19, p <.0025), build course learning 
communities (rs = 0.20, p <.0025), achieve course learning outcomes (rs = 0.18, p <.0025), 
develop ideas (rs = 0.14, p <.0025), share ideas (rs = 0.17, p <.0025), and create course artifacts 
(e.g., papers, presentations, online discussion posts) (rs = 0.15, p <.0025). 

5. Discussion 

5.1. Values and perspectives 

Important findings from this research suggest that which was previously unknown vis-à-vis 
the emerging sociotechnical context of learning analytics: faculty care deeply about their privacy 
and their students’ privacy. Moreover, they define their privacy and their students’ privacy 
through the same conceptual lens of information access. Finally, supporting the findings of 
recent research (Jones, Asher, et al., 2020; Park & Vance, 2021), they believe that students care 
about their privacy.  

We are also left to consider the parallel conceptual approach to faculty’s personal privacy 
and student privacy. We questioned whether faculty would rank intellectual privacy highly when 
conceptualizing student privacy given privacy’s instrumental role in the pursuit of ideas and 
development of speech. This idea was proven wrong given that intellectual privacy ranked 



second-to-last in the first placement of definitions. Faculty identify privacy as important for 
learning, so the conceptual misalignment is notable. 

Given the importance of student privacy to faculty, it should follow that faculty eschew 
adopting privacy-diminishing technology and proactively develop privacy protections. The 
opposite is true. For instance, faculty are prolific users of learning management systems and, to a 
lesser degree, eBooks that log and make analyzable student behaviors (Polonetsky & Tene, 
2014). They have widely adopted invasive proctoring tools—like Proctorio and Examity—that 
surveil students in private spaces, have been known to cause them emotional harm, and have 
racial biases (Cahn et al., 2020; Chin, 2020; Kimmons & Veletsianos, 2021; Swauger, 2020). 
And some faculty are even requiring their students to use geolocation-tracking apps to record 
lecture attendance, while their institutions do similar attendance tracking using Bluetooth sensors 
and WiFi data (Harwell, 2019). In their physical and virtual classrooms, faculty could develop 
privacy policies, but a study of faculty syllabi by Jones and VanScoy (2019) indicates that 
student privacy is a rarely addressed topic in such a key instructional document. The authors 
postulate that the finding “means that instructors find [privacy] to be neither instrumental to 
learning nor intrinsically valuable. Thus, instructors believe it is simply not necessary to discuss 
privacy in their syllabi” (2019, p. 1347). Our findings run counter to this claim and highlight 
inconsistency between stated values and practice.  

5.2. Conceptual/behavioral (in)consistencies 

Information behavior and privacy scholars have termed what we see in these findings as the 
“privacy paradox.” The paradox is a phenomenon where individuals value privacy, but they 
seemingly fail to practice information behaviors consistent with their values. Though, there is 
disagreement about the validity of the concept. Daniel Solove (2021, p. 3) posits that, on the one 
hand, there is a behavior valuation argument that tends to “embrace the privacy paradox and 
argue[s] that behavior more reliably indicates how much people value their privacy than their 
stated attitudes,” and on the other hand there is a behavior distortion argument that contends 
“people’s behavior is irrational or inconsistent with their actual preferences [and influences] 
distort people’s behavior, such as biases and heuristics or manipulation and skewing.” Solove 
(2021, p. 4) takes a new, third approach to explain the paradox: “the privacy paradox is a myth. 
Attitudes and behavior only appear to conflict; they actually involve different things. The 
behavior in the privacy paradox involves people making decisions about risk in very specific 
contexts.” We argue that the same is true in higher education. Faculty value their privacy and 
that of their students, but their student privacy-protecting (in)actions are most likely mediated by 
contextual factors and a particular risk calculus. 

Scholarly conversations about the privacy paradox have centered on individuals and their 
privacy choices. What makes higher education a unique case is that faculty act as mediators of 
student privacy choices. Students are rarely empowered to express their privacy preferences. 
Institutional actors (e.g., chief information officers, legal counsel, educational technologists) and 
third-party companies (e.g., EdTech, security) have constructed the data and information 
environment in which they learn and live. Students must accept these informational conditions to 
participate in the educational experience designed by their institution. While the mounting 
empirical evidence suggests that students care about their privacy and desire the right to express 
their privacy preferences (Jones, Asher, et al., 2020; Park & Vance, 2021), the conditions are 
such that, on the whole, those choices are made by others with more power—like instructors. 



5.3. The current risk calculus 

If Daniel Solove’s assertion is correct that the privacy paradox is a myth and matters not if 
and to what degree people value privacy, then the target of privacy analyses should focus more 
on how individuals calculate privacy risks in particular contexts and evaluate those choices. 
Given the contradictions we have uncovered, namely that faculty highly value student privacy 
but still participate in a sociotechnical environment that exposes students to privacy risks, we are 
left to postulate plausible explanations and suggest tractable remedies. We argue that faculty 
make student privacy-affecting decisions in part because they trust their universities and because 
they remain mostly unaware of emerging challenges to student privacy. To resolve these 
problems with the risk calculus, we contend that 1) targeted student privacy education vis-à-vis 
EdTech and learning analytics and 2) a faculty-based shared governance approach to raising 
awareness and generating action have potential to improve the risk calculus so that it is aligned 
with the statement that student privacy is valuable.  

Universities and colleges are generally trusted institutions. They serve democratic needs and 
enable their students to transition into the workforce. Students trust faculty to meet their 
educational needs, and faculty trust that their administrators are using resources—personnel, 
financial, and material—to, as well, serve these ends (Macfarlane, 2009); when necessary and 
where possible, faculty apply shared governance mechanisms to ensure oversight and 
accountability. Faculty do not and cannot take on the burden of the day-to-day administrivia and 
policymaking; that is the purview of their chancellors, presidents, deans, and other administrative 
officers. These same administrators make decisions regarding technology adoption and the 
alignment of technologies with their university’s aims.  
Faculty must trust that these choices are justified, support the institution’s needs, and are 
ethically and legally above board. This trust is a significant factor in a faculty member’s risk 
calculus regarding educational technology and student privacy, for the educational technologies 
on which they rely and require their students to use are vetted by administrators (e.g., chief 
information officers or their surrogates) and institutional legal counsel. The exception to this rule 
is the rarer case when faculty adopt technologies for their courses that have not undergone 
institutional privacy reviews, which is typically frowned upon but not outright prohibited in most 
cases. Similarly, faculty expect that any student data their institution use for analytic ends are 
treated with comparable care, which is to say in accordance with the law and with respect for 
privacy norms and expectations.  If student privacy policies exist, then faculty tend to accept that 
their institutions are attending to the protections students need. 

5.4. Improving the risk calculus 

Institutional trust can blind faculty to student privacy issues. Assuming Gilley and Gilley’s 
2006 findings remain stable today, “faculty members often rely on their administrators to keep 
them abreast of important information and developments. Of the survey participants, 39.7 
percent stated that their preferred provider of information on privacy law was an administrator 
[department chair (24%), dean (10.9%), provost or vice president (4.8%)]” (Gilley & Gilley, 
2006, p. 25). Relying on administrators to protect students’ privacy and keep faculty abreast of 
privacy issues is not a satisfactory strategy, especially given that administrative interests in data-
producing and analytic technologies, like learning analytics, do not always match faculty 
interests. It is entirely plausible that administrators would misrepresent or even cover up the 



privacy and ethics problems to advance their analytic goals. Faculty are taking risks with student 
privacy, even though they value student privacy, because their risk calculus is not entirely 
accurate—and this requires remediation. 

EdTech and related student data practices have created a paradigm shift regarding the 
sensitivity of the data they collect, how data are collected (i.e., dataveillance), and the ways by 
which algorithmically derived interventions are developed. Faculty need professional 
development beyond what these tools are and how to use them. They need a more comprehensive 
education about the risks they produce and the ethical conundrums they create. We suggest that 
two groups of higher education actors can help fill this educational gap for faculty: librarians and 
instructional designers. No other set of professionals, besides faculty themselves, are more 
closely associated with instruction and the design of educational experiences for students. 
Moreover, both provide unique insights into EdTech and its ethical issues. Librarians have long 
practiced an ethos that holds privacy as a keystone value due to its instrumental role in the 
development of ideas and speech (Hartman-Caverly & Chisholm, 2020). Instructional designers 
are intimately familiar with the tools at stake and have an advanced understanding of their 
pedagogical impacts (Ifenthaler, 2018; Muljana & Luo, 2021). Collaborative efforts among 
librarians and instructional designers to educate faculty, individuals with whom they already 
collaborate, hold great promise. 

Our second and final recommendation concerns faculty governance. As the risk calculus 
improves for faculty, which is to say that the value of student privacy is more congruent with 
related privacy-protecting practices, there remains a larger systemic issue. Faculty may make 
privacy-forward instructional choices, but that does not necessarily align an administration’s 
technological choices and practices with that of its faculty. Only through the expression of 
collective power wielded by faculty governance can student privacy protections be made more 
concrete and reinforced throughout an institution. With some instances of Proctorio and other 
proctoring tools, we have seen how faculty, when working together, can advance privacy 
protections and deny the widespread adoption of ethically ambiguous and harmful technologies 
(Feathers, 2020, 2021; Flaherty, 2021). 

6. Conclusion 

Learning analytics raises the specter of student privacy invasions in ways once unimaginable. 
While this sociotechnical movement continues to gain momentum, higher education institutions 
are attempting to calibrate their ethical compasses, develop appropriate policies, and adjust 
practices. Instructors are at the front line of student privacy, and their values and perspectives 
will affect how and if students retain privacy in physical and virtual classrooms. In combination 
with other literature suggesting that students do care about their privacy, the findings herein 
indicate that faculty care about students’ privacy as well—even if this value does not seem to be 
in alignment with current practices. Actors with power who claim that student privacy is not 
valued do so wrongly. This research begins to balance the power dynamic, giving students and 
faculty empirical findings to use as leverage to change policy, practice, and technological design.  

The research we have reported has limitations and opens pathways for future work. More 
work needs to qualitatively explore what conditions impede or support faculty’s student privacy 
decisions, as well as what motivates those decisions. Further, while we argue that faculty, 
librarians, and instructional designers form a triumvirate that can influence student privacy 
decisions, it is unclear if each group has the same perception. Our grant-funded research will 



work in this direction, but we encourage fellow interested researchers to do similar or loosely 
connected work. 
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