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Module: Issues

User Privacy

Discussion Guide

What are some data privacy deal-breakers in library vendor relationships?

In your group, spend a few minutes discussing the following scenarios.

Scenario #1

1.
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A resource, GlobalScholar, is up for renewal. While your institution has subscribed to it for years,

this year you've been conducting data privacy reviews before automatic renewals. You ask the

vendor, EduTech Inc., for their privacy policy and data handling practices. Consider the following

scenarios:

a.

GlobalScholar has a comprehensive privacy policy. You were able to verify their data
collection, storage, and sharing practices in which they have minimal data collection,
strong protection measures and specific details about data handling which prioritize
privacy. In this case, one would assume you would accept the policy and license the
product.
i.  Consider: Would you have any questions for the vendor in order to make your
decision?
GlobalScholar has a mediocre privacy policy. They collect more data than seems
necessary, but claim it's for "improving user experience."
i.  Thevendor is willing to negotiate terms about data collection and usage. Do you
consider canceling or renewing?
1. What scenarios would induce you to cancel? What scenarios would
encourage you to renew?
ii.  The vendor refuses to discuss changes to their data collection practices. Do you
consider canceling or renewing?
GlobalScholar has some concerning data privacy practices. They collect extensive user
data, including search history and reading patterns, and share it with third parties for
marketing purposes.
i.  The vendor sees no issues with their practices and is unwilling to change. Do you
consider canceling or renewing?
ii.  Consider: Is having a poor privacy policy worse than having no policy at all?
GlobalScholar has egregious data privacy practices. They collect extensive user data,
including search history, reading patterns, personal information (such as student ID
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numbers and email addresses), and even track users' locations both on campus and off.
They not only share this data with third parties for marketing purposes but also sell it to
data brokers. Additionally, they've been found to use Al to create detailed psychological
profiles of users based on their research interests and reading habits, which they then
monetize without user consent. There have been reports of data breaches, but
GlobalScholar has been slow to notify affected users and institutions.

i.  The vendor sees no issues with their practices and is unwilling to change. Do you
consider canceling or renewing?

ii. You find out that GlobalScholar is the only comprehensive resource for several
departments, and they would strongly object to cancellation. Do you consider
canceling or renewing?

1. What conversational forays would you attempt with faculty in those
departments?

Scenario #2

2.

Let's assume you're considering canceling GlobalScholar due to privacy concerns. The vendor,
EduTech Inc., shows little interest in changing their practices. Affected departments understand
but prefer to keep the resource. Consider the following scenarios:
a. EduTech Inc. agrees to meet with you to discuss the issues.
i.  They promise to implement a new data minimization policy within six months.
Do you still cancel?
ii.  They offer to allow users to opt-out of data collection, but it would limit
functionality. Do you still cancel?
b. EduTech Inc. met with you last year and promised changes, but has made no progress as
the renewal date approaches. Do you cancel?
c. EduTech Inc. refuses to change their data practices but offers to include a clause in the
license stating they comply with all applicable privacy laws. Do you still cancel?

Scenario #3

3.
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Let's assume you canceled GlobalScholar last year due to privacy issues. EduTech Inc. has
reached out, wanting you to resubscribe. What would convince you to agree?
a. They agree to add strong data protection clauses to the license.
b. They implement a data minimization policy and provide regular audit reports.
c. They offer user-controlled privacy settings with full functionality regardless of choices.
d. They provide a substantial discount on the subscription (e.g 25%) but won’t change their
privacy practices.
e. They demonstrate significant improvements in their data handling practices and obtain
a third-party privacy certification.
f.  What if they’ve reached out directly to faculty who wanted to keep the resource initially
and who are now inquiring with the library about it? How do you react?
g. Are there additional convincing concessions they might make that would interest you in
resubscribing?
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Responses

Answers will vary for everyone. Each institution has its own risk tolerance regarding data privacy. Some
institutions have more leverage in negotiations than others. Certain departments might prioritize
resource access over privacy concerns. The key is to establish your institution's stance on data privacy
and develop a policy or rubric to evaluate these situations proactively.
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