Case Study #1: No Privacy Language
§ 2 2 2 Library: Requested to add this privacy clause: d( Vendor: Countered with this clause: 1

Licensor recognizes the importance of protecting the privacy
of Authorized User information collected by Licensor. Licensor
agrees to maintain the confidentiality of any personal
identification data relating to the usage of the Licensed
Materials, including but not limited to log-ins recorded in
system logs, IP addresses of Authorized Users accessing the
system, saved searches, usernames and passwords, of
Licensee and its Authorized Users. Such data may be used
solely in a manner that fully protects the anonymity of
individual users and the confidentiality of their searches, and
for purposes stated in the Privacy Policy that governs the

N

Licensor will take all reasonable and prudent efforts to protect
Authorized Users’ personal privacy. Licensor agrees that no
personally identifiable information, including but not limited to log-
ins recorded in system logs, IP addresses of Authorized Users
accessing the system, saved searches, search terms, accessed and
downloaded materials, patterns of use, usernames and passwords
are to be protected and will not be shared with third parties, except
in response to a subpoena, court order, or other legal requirement. If
Licensor is compelled by law or court order to disclose personally
identifiable information of Authorized Users or patterns of use,

Vendor contract
contains no
privacy language.

Licensor shall provide the Licensee with adequate prior written website where the Licensed Material is accessed. In the
notice as soon as is practicable, so that Licensee or Authorized Users context of this Agreement, such data may be compiled and
may seek protective orders or other remedies. Licensor will notify maintained for the Licensor’s private internal use only, and may
Licensee and Authorized Users as soon as is practicable if the only be provided to third parties in aggregate form. Raw usage
Licensor’s systems are breached and the confidentiality of personally data, including but not limited to information relating to the
identifiable information is compromised. identity of specific users and/or uses, shall not be provided to
Licensor agrees that all data, information, or content created, \ any third party. /
generated, provided, or stored in the product or service by
Authorized Users will be used only in conjunction with the product or
service being provided, that it will not be used for any other purpose, m
or be released by Licensor or copied in any manner for any other use l_\A
and will be promptly returned or destroyed upon termination of this

Library accepted
counter without
revision.

Agreement. Unless expressly allowed by individual users, direct
marketing to Authorized Users is prohibited. j
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KICKING THE TIRES

It’s always good practice to go through the final
negotiated clause and see if you can identify any
remaining loopholes in the privacy language that might
leave patrons vulnerable.

With this language, remaining issues include:

-
-

Lack of specifics: While this privacy clause contains
some good language, it does not have the level of
specific commitments and concrete obligations of the
language the library originally suggested.
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External privacy policy: Links to privacy policies can
introduce glaring loopholes in privacy protections. No
matter how airtight the rest of the privacy language is,
external terms can be modified at any time - often
without notice - and could introduce contradictory

terms that undermine negotiated protections.
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Aggregate data # anonymized data: There is an implicit
conflation of the two terms, but as we know, the fact
that the data is aggregated does not mean that it does

N not contain personally identifiable information.

Licensor recognizes the importance of protecting the
privacy of Authorized User information collected by
Licensor. Licensor agrees to maintain the confidentiality
of any personal identification data relating to the usage
of the Licensed Materials, including but not limited to
log-ins recorded in system logs, IP addresses of
Authorized Users accessing the system, saved searches,
usernames and passwords, of Licensee and its
Authorized Users. Such data may be used solely in a
manner that fully protects the anonymity of individual
users and the confidentiality of their searches, and for
purposes stated in the Privacy Policy that governs the
website where the Licensed Material is accessed. In the
context of this Agreement, such data may be compiled
and maintained for the Licensor’s private internal use
only, and may only be provided to third parties in
aggregate form. Raw usage data, including but not
limited to information relating to the identity of specific
users and/or uses, shall not be provided to any third

party.

% Note: this is not an exhaustive list!

Can you think of any others?




