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ABSTRACT Nowadays, intensive interests are targeting the deep learning on edge precision health towards
instantaneous disease measurements. However, edge inference usually has constrained computing resource,
which poses a great challenge on running the heavy deep learning for real-time measurements. In this
study, we propose to leverage a knowledge distillation methodology to enable ultra-efficient deep learning
on edge. We take a special interest in Electrocardiogram (ECG)-based cardiac abnormality measurement.
More specifically, we propose to train two deep learning models, including a heavy teacher model and
a light-weight student model, and leverage the ‘soft target distribution’ learned by the teacher model to
supervise the learning of the student model. So, the powerful teacher model can transfer learned knowledge
to the student model and boost the latter’s accuracy. Further, to mitigate the vulnerability of the deep
learning model under adversarial attacks, we further introduce preserving-robustness learning to the student
model, without needing extra computing resources, through enhancing its loss function under adversarial
perturbations. Our experiments on real-time heart disease measurement have demonstrated that, the learned
lightweight student model, with a model reduction of 45x and under adversarial attacks, can still achieve
comparable disease detection performance. The proposed robust knowledge distillation methodology has
effectively enabled light-weight and secure cardiac measurement. Significance: This study is expected to
contribute to on-edge deep learning-powered disease detection, for real-time, long term, and secured cardiac
precision health.

INDEX TERMS Deep learning, edge inference, cardiac disease, real-time measurement.

I. INTRODUCTION

Technology have been greatly advancing emerging edge
inference for physiological monitoring and data analytics [1],
[2]. Wearable and edge devices have undergone rapid devel-
opment in recent years and can measure important biomedical
information about a person’s health condition. For instance,
smart physical activity monitoring [3], [4], cardiac health
monitoring, lifestyle management, and other practices, are
attracting increasing attentions in health measurement and
tracking [5], [6], [7], [8]. Meanwhile, advanced machine
learning and deep learning algorithms can further analyze
the captured biodynamics to generate medical insights and/or
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send notifications or alerts to the users and the designated
medical professionals if abnormalities are detected [9]. These
physiological monitoring applications, if equipped with the
deep learning ability, could save the medical professionals’
time through automatic data analytics and could also mini-
mize the manual inspection errors [10], [11], [12]. So, it is
promising to move the data analytics algorithms from the
cloud or computer servers to be closer to the users, such as on
smart phones, such that real-time, long-term big data mining
and inference on edge can be achieved, as shown in Fig. 1.
Applied machine learning and deep learning algorithms
have been attracting increasing attentions in biomedi-
cal detection, and interesting previous studies have been
reported. For example, Song et al built a deep belief
network-based approach for blood pressure estimation [13].
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FIGURE 1. The application of Al on edge, e.g., executing classification
tasks on smart phones, is expected to greatly advance real-time,
long-term physiological monitoring applications. The abnormalities can
be sent to the cloud, and the physician can check the data and/or the
alarm will be sent to the emergency department.

Feng et al. developed an unsupervised feature learning
method for sleep apnea detection [14]. Roy et al. have
designed an Al approach for photoplethysmography pro-
cessing with motion artifacts. Nuzzi et al developed a
deep learning-based hand gesture recognition system [15].
These studies have advanced applied artificial intelligent on
biomedical applications.

Meanwhile, one challenge still lies in running the analyt-
ics algorithms, especially the heavy deep learning models,
on resource-constrained edge inference, on the way towards
real-time, long-term analytics of the biodynamics on the user
side.

We take a special interest in the Electrocardiogram-based
heart disease measurement system, to investigate the chal-
lenging edge-deployable deep learning algorithms. Cardio-
vascular diseases (CVDs) have become a leading cause of
death in the world. One severe CVD is arrhythmia, an irreg-
ular rhythm of the heart that is coupled with many reasons
like ventricular fibrillation, premature ventricular contrac-
tion, and tachycardia [16]. A person with arrhythmia may
in the long-term face heart failure [17]. It is of vital impor-
tance to have early detection of the arrhythmia, such that the
corresponding treatment can be prescribed to prevent deterio-
ration of the condition. The arrhythmia condition disrupts the
normal process of the heartbeat [18] as the heart undergoes
depolarization and repolarization and thus could be detected
by assessing the ECG signal. The procedure for measurement
and diagnosis of arrhythmia primarily mainly consists of
visual inspection of Electrocardiogram (ECG) signal by a
clinical physician [19].

While the diagnosis procedure may have been in practice
for decades, the manual inspection of ECG signals can take
a substantial amount of time to diagnose arrhythmia and be
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prone to human error. Especially, analyzing large amounts of
ECG data can be very challenging for medical profession-
als. The traditional methods like the Holter monitor mainly
provide ECG capturing [20], [21], [22]. Other methods use
traditional signal processing methods to analyze the signal
abnormalities [23], [24], [25] but may be limited to the data
processing ability.

Machine learning and deep learning methods have also
been reported for ECG signal processing on biomedical
detection. Taji et al has designed a deep belief network
for atrial fibrillation detection [26]. Hammad et al devel-
oped a combined approach with genetic algorithm-based
feature selection and deep neural network-based classifica-
tion for arrhythmia detection [27]. Acharya et al. presented
a multi-layer model based on the deep convolutional neural
network (CNN) for ECG-based heart disease classifica-
tion [28]. Mostayed et al. proposed a long-short-term-
memory (LSTM)-based model [29]. Teplizky et al. [30]
proposed a deep neural network for automatic ECG anno-
tation. Yeh et al. proposed a fuzzy c-means approach,
a simple and reliable algorithm that performs classification
of ECG signals by calculating the cluster centers for each
class [31]. Li and Zhou introduced a method using wavelet
packet decomposition (WPD) and random forests (RF) to
perform classification task [32]. Sharma et al. presented a
two-band optimal biorthogonal filter bank (FB) method and
a k-nearest neighbor (KNN) classification algorithm [33].
Another approach was presented by Varatharajan et al. in
which an enhanced Support Vector Machines (SVM) method
with a weighted kernel function for ECG signals was pro-
posed [34]. Another study [35] reported the CNN model
designed and the pretrained deep learning models, which
are used as ECG feature extractors for machine learning
algorithms such as the support vector machine and decision
tree. In one study [36], the CNN model with the empo-
ria model decomposition-based ECG feature extractor was
reported. These machine learning and deep learning methods
have further advanced ECG-based heart disease detection.
In our study, we take a special interest in the model efficiency
towards edge inference.

Nevertheless, these methods usually target the perfor-
mance and apply standard deep learning models. The deep
learning models are usually heavy and difficult to be deployed
for real-time ECG analysis. Some previous studies have been
reported on efficient deep learning for ECG analysis. Effi-
cient deep learning studies are usually on image processing,
natural language processing, and autonomous driving [37],
[38]. However, the efficient deep learning on ECG analy-
sis is still very limited. Mahmud et al. [39] used varying
convolution filter sizes in the convolutional neural network
to reduce the model size, which needs substantial efforts
on model block optimization. We in this study, target the
real-time, long-term deep learning of ECG for efficient edge
inference, without substantial efforts on detailed engineering.
Instead, we target the architecture level direct learning of
efficient models. More specifically, we leverage theoretical
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FIGURE 2. The design flow of the Edge Cardiac Inference System, with efficient and robust learning principles to achieve the edge-deployable and
secure deep learning model. Note: N/S/V/F/Q - correspond to five categories of heartbeats to be detailed in results, according to the Advancement

of Medical Instrumentation (AAMI) standard.

deep learning framework design and knowledge distillation,
to achieve light-weight deep learning models with compara-
ble accuracy, towards efficient deep learning models that are
deployable on edge cardiac detection. One thing worth noting
is that, the small models usually have lowered performance
when implemented on the edge computing devices, due to
the lower learning capability. But the knowledge distillation
process aims to transfer the knowledge from the teacher to
the student model, and thus the student model is expected to
have similar performance as the heavy teacher model.
Besides, deep learning models on connected edge biomed-
ical detection may be susceptible to adversarial attacks [40],
[41], [42] that are in the form of small, imperceptible dis-
tortions. These attacks could fool the predictive models into
misclassification, and lead to incorrect results in life-critical
applications such as ECG classification. This may happen
when the fake ECG data is sent to the edge device like the
phone, and the phone just processes the data sent by the ECG
device or the attacker. These could have a detrimental effect
on a patient’s health and well-being, due to the increased
false negatives (the abnormality is misclassified as a normal
condition) and increased false positives (the normal condition
is misclassed as the abnormality). The former one may cause
the missing severe heart abnormalities, and the latter one may
increase the burden significantly to the medical resources.
But current research in adversarial attacks on edge biomedical
systems is still limited. In this study, we also investigate
how to enhance the security without introducing additional
hardware resources. This will be achieved by enhancing and
securing the learning process which can see the adversarial
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attacks [43], without changing the efficient deep learning
architecture.

The precision medicine can thus be advanced with the effi-
cient and secure edge biomedical detection, since the efficient
inference can enable real-time and long-term health monitor-
ing, and the secured inference without additional hardware
resources can broaden the usage of edge inference towards
pervasive deployment of the deep learning models on the
edge.

This study is further motivated by the teacher and student
learning strategy. The teacher model is a neural network, usu-
ally heavy, for complex pattern mining. The student model,
usually a lightweight neural network, learns to follow the
teacher output. It is unclear whether this strategy can facilitate
the edge inference of biomedical signals like the ECG signal.
Also, we are interested in effective deep learning model
design, especially the deep network potentially enabled by
the ResNet-like skip connections. Further, we are interested
whether the algorithm framework can work effectively under
both huge model size reduction and challenging adversarial
attacks. Overall, to the best of our knowledge, this study
aims to provide a first-time study on ECG-based heart disease
inference on edge, considering the model size and robustness.

More specifically, in this study, targeting above two chal-
lenges — edge deployability and adversarial attacks, propose
a knowledge distillation and robust learning methodology.
It aims to enable both efficient and secure deep learning on
edge biomedical applications, as Fig. 2, for real-time, and
long-term cardiac abnormality detection, as well as other
biomedical applications. More specifically, we propose to
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FIGURE 3. The ResNet teacher (a) and student (b) models. Note: the last layer has five output neurons, correpsonding to the five

ECG categories.

build and learn two deep learning models, including a heavy
teacher model and a light-weight student model, and leverage
the ‘soft target distribution’ learned by the teacher model to
supervise the learning of the student model. So, the powerful
teacher model can transfer learned knowledge to the student
model and boost the latter’s accuracy. Further, to mitigate
the vulnerability of the deep learning model under adver-
sarial attacks, we further introduce preserving-robustness
learning to the student model through enhancing its loss
function under adversarial perturbations. Our experiments on
real-time heart disease measurement have demonstrated that
the proposed robust knowledge distillation methodology has
effectively enabled real-time and secure cardiac measurement
on edge.

Our key contributions include:

(a) Leverage the knowledge distillation learning (KDL)
methodology to transfer the ‘soft target distribution’ learned
by a heavy teacher model to a light-weight student model. So,
the latter one, with a 45x reduction in deep learning model
size compared with the teacher, can still achieve comparable
accuracy, thereby enabling edge-deployable deep inference
on edge biomedical systems.

(b) Leverage the preserving-robustness KDL (PR-KDL)
approach to enhance the student model’s loss function and
make it insensitive to adversarial ECG with imperceptible
perturbations, thereby enhancing the security of connected
edge biomedical systems.

(c) Conduct thorough experiments to demonstrate the
effectiveness of the proposed preserving-robustness knowl-
edge distillation framework on cardiac abnormality mea-
surement, for the first time. This will greatly advance
real-time, long-term, and secure cardiac disease detection on
edge.
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Il. APPROACHES

A. SYSTEM OVERVIEW

The ECG signals are highly diverse for arrhythmia patients,
considering the diverse biomedical abnormalities. The tra-
ditional deep learning methods usually need heavy models
that have large amounts of parameters. With the design flow
that has embedded efficient and robust learning principles,
as shown in Fig. 2, the proposed efficient and robust dynamics
learning framework, i.e., robust knowledge distillation, can
generate edge-deployable, light-weight, and secured (insen-
sitive to adversarial attacks) deep learning models. More
specifically, the step “‘efficient & robust learning principles”
aims to enhance the learning process by, not only boosting
the efficiency by knowledge distillation learning, but also
improving the security by adversarial learning. This step is
achieved by the enhanced loss function that takes into account
both the knowledge from the teacher model and the input
perturbations from the adversarial operations.

B. RESIDUAL CONVOLUTIONAL NEURAL NETWORK

We have firstly built a residual CNN — ResNet [44], [45],
[46] for ECG-based multi-class heart disease classification,
as showin in Fig. 3(a). CNN models typically have convolu-
tional, pooling, fully connected layers. ResNet is inspired by
neural cells with skip connections. Also, the skip connection
can jump over some layers and then connect with the target
layer. This can help suppress the problem of vanishing gradi-
ents and facilitate the learning process.

The CNN architecture with skip connections consists of
15 layers in Fig. 3(a), which is defined as the heavy teacher
model. There are four stages in the convolution-pooling part,
and each stage includes two convolutional layers, one max-
pooling layer, as well as a skip connection. The convolution
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layers aim to mine the spatial motifs in the ECG signal, and
the max-pooling lay reduces the dimensionality and abstracts
the patterns. The skip connection enhances the information
flow in the learning structures. The final layer of the last stage
is comprised of five neurons that correspond to the number of
classes (to be detailed in the results section). The last 3 dense
layers fuse and the learned patterns and yield the final ECG
signal classification results.

Here the one-dimension raw ECG signal is directly fed into
the teacher model, which then transfers the knowledge to a
much smaller model with knowledge distillation. The smaller
model, also called the student model, is given in Fig. 3(b),
with the reduced number of convolutional feature maps but
with a same depth as the teacher model. The teacher model
and the student model have 214,277 and 4,756 parameters,
respectively. In both KDL and PR-KDL learning approaches,
the output of the teacher model will be used as another source
of ground truth to enhance the training process of the student
model. We have designed and trained the models, without
using existing ones or pre-trained already.

C. KNOWLEDGE DISTILLATION LEARNING (KDL)
KDL is known as a model compression method in which a
large teacher model transfers knowledge to a light-weight
model, known as the student model [47]. The process is
implemented by training the student model to learn from
the teacher model without a significant loss of performance
validity.

The class probabilities generated by the teacher model,
or called ‘soft target distribution’ has been used to distillate
the knowledge:

Os = argminEx )~p
Os
[mz&w (s (X.05.7), 7 (X,er,r»] n

+ (1 =) Ls—y (Ps (X, 05),Y)

In the enhanced loss function as (1), 6s is the parameter set
for the student model ®g, and Or is the parameter set for the
teacher model ®7. The KDL learning process is searching 6g
by minimizing the loss across the dataset (X, Y) ~ D, where
X and y are input and ground truth, respectively. Ls_,r is the
loss for the student to mimic the teacher, and Lg_, y is the loss
for the student to generate ground truth-referred output, t is
the temperature to control the softness of the generated target
distribution, and « is the weighting factor to combine two loss
criteria. By learning from the teacher, the student model tends
to capture the ‘““dark knowledge”” which is information hidden
in the tail end of the probability distribution of the teacher
model.

More specifically, given an ECG segment to the teacher
model, the teacher model will generate a 5-dimension vector,
corresponding to the five output neurons in the last layer.
This vector gives the probability of being each of the five
categories. In a similar way, the student model also outputs
a 5-dimension vector. Then an extra item Lg_, 7, i.e., the loss
for the student model to mimic to teacher model, has been
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FIGURE 4. Preserving-robustness KDL to enhance the robustness of the
student model.

introduced to (1) to enhance the original loss Ls_y, i.e., the
loss between the student output and the ground truth.

By leveraging KDL, the student model is expected to yield
comparable performance like the teacher model, with a sig-
nificantly less parameters. The student model is shrunk from
the teacher model. In the convolutional part, the number of
feature maps has been halved. In the fully-connected layers,
the number of neurons is reduced to a quarter, as Fig. 3.

D. PRESERVING-ROBUSTNESS KDL (PR-KDL)

To defend against adversarial attacks, one of the main
approaches to do so is adversarial learning. It is a rigorous
process in which the neural models are retrained on adversar-
ial samples to enhance its robustness against perturbations in
the data.

By introducing adversarial learning [48] to KD, we here
achieve PR-KDL for the ECG-based heart disease detection
application, as shown in Fig. 4. It is expected to enhance the
robustness of the KDL model by learning how to identify
inputs with perturbations.

The robustness under adversarial attacks can be captured in
a natural saddle point (min-max) formulation. The min-max
optimization problem can be formulated as (2)-(3):

Os
= arggmin Ex y~plat?Lsr (Ps (X', 05, T) Ix=x-+8y o+
o7 (X, 0r, 7))
+ (1 —a) Ls— (s (X, 05), Y)] )
0x 65
= Cﬁgﬁmin Ls—y (s (X', 05).,Y) [x=xts A3)
p<€

The distillation loss Ls_, 7 in (2) is now calculated between
the student model with the adversarial response X’ and the
teacher model with the original input X. The perturbed input
X' = X + 8x.p is determined by adding 8x ¢ to the original
input X. 6s and 07 are corresponding to the parameter set fo
the student model @ and the teacher model @7, respectively.
The perturbed input X’ now includes the information from
the adversarial attack defined by dx ¢, as (3). The adversarial
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agent as shown in Fig. 4, searches the input space to determine
this perturbation 8y g by maximizing the standard student
model loss L y. The allowed input space under perturbation
is defined by ||8]|, < &, meaning that the perturbation is
within the ¢ ball and the ¢ is set as 0.03 so that the pertur-
bation is difficult to be visually observable. The adversarial
attack in (3) is now introduced to the student model, and
the enhanced loss function in (2) can capture the induced
performance drop so that the student model can learn to
evolve and minimize the loss in the training process.

The adversarial agent does increase the training cost, due
to the introduced data perturbation process and the enhanced
learning loss function. The good thing is that, when using
the trained model in the testing phase, there is no additional
cost because of the adversarial agent because only the trained
student model itself is working.

E. EVALUATION METHOD

We have applied multiple criteria to evaluate the performance
of the deep learning models and learning approaches, includ-
ing accuracy, precision, recall and F1 score. The dataset is
split into 3 different sets: 80%, 10%, and 10% for training,
validation and testing, respectively.

We have also given the confusion matrix to detail the clas-
sification performance under different experimental settings.
Further, we have compared both the number of parameters
and detection accuracy with visualization, to illustrate differ-
ent models and different ECG inputs impact the model size
the performance.

Ill. RESULTS

A. EXPERIMENTAL SETUP

To demonstrate the effectiveness of the proposed approaches,
we have used the widely-applied PhysioNet MIT-BIH
Arrhythmia Database in our experiments [49]. The dataset
has ECG recordings from 47 subjects, with each channel last-
ing a half hour. 23 out of the 48 recordings are selected after
checking the signal fidelity, considering some recordings are
with noise or artifacts. The remaining recordings consist of
recordings that are comprised of clinically significant but
rare arrhythmias from the same set. The noisy conditions in
the databased will further facilitate the algorithm evaluation
and enhancement. In the current study, we make efforts to
build the framework for efficient edge inference of heart
diseases from relatively clean ECG signals, to demonstrate
the possibility, considering the ECG data is scarce and no
previous research has made this effort. In future, it will be
promising and interesting to advance this research.

The ECG recordings have a sampling frequency of 360 Hz
and a resolution of 11 bits. No signal filtering is applied.
The ECG samples are segmented into individual beats of a
fixed length based on the annotation files. A window size of
160 has been applied both before and after the ECG heart-
beat location, corresponding to the indices from X-159 to
X+159, where X is the index of the current heartbeat location.
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FIGURE 5. Visualization of ECG samples from each class.

Examples of the ECG samples of the five classes are visu-
alized in Fig. 5. The diverse morphologies indicate the
complexity of the heart disease detection problem.

In this study, the ECG data are classified into five dis-
tinctive classes based on the American Association for
the Advancement of Medical Instrumentation (AAMI) stan-
dard [50]. The 5 classes that the data samples can be divided
into are: normal (N) beats, unknown (Q) beats, ventricular
ectopic (V) beats, supra ventricular ectopic beats (S) and
fusion (F) beats [51]. The training, validation, and testing
percentages are 80%, 10%, and 10%, respectively. The batch
size, and number of epochs for the deep learning process, are
selected as 32, and 50, respectively. Other hyperparameters
like the learning rate are the default set by the PyTorch frame-
work. Besides, the selected ECG segment can effectively
cover the representative portion of a heartbeat, as shown in
Fig. 5.

B. DEEP RESIDUAL CNN LEARNING

Fig. 6 and 7 show the performance of the teacher model. In the
former one, the learning process has been given, indicating
the convergence of both training and validation processes.

Fig. 7 further demonstrates the effective heart disease clas-
sification model using a confusion matrix. It is shown that
most of heartbeats are distributed on the diagonal of the
matrix, meaning that they are correctly classified.

The deep learning model, as shown in Fig. 6 and 7,
has effectively captured the features in the ECG segments,
through the residual convolutional blocks as given in Fig. 3.
This automatically raw data-based feature learning process is
highly effectively, without manual feature engineering. The
learning curves in Fig. 6 demonstrates that, when the learning
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FIGURE 7. Confusion matrix for the testing data @ the teacher deep
model. Notes. Standard signal for both training and testing data. The
vertical axis is the ground truth.

loss decreases, the deep learning model has well-adjusted its
neural parameters for the feature learning abstraction.

C. KNOWLEDGE DISTILLATION LEARNING

Fig. 8 gives the confusion matrix of the student model learned
by KDL and evaluated on the standard ECG signal without
adversarial perturbations. As observed, the student model
is able to classify the majority of the ECG signals to their
corresponding classes. The classification accuracy remains
substantially high despite having significantly lower number
of parameters as compared to the teacher model. One thing
worth noting is that, for the class Q, the misclassification rate
is a bit high, which is because of the minority class and imbal-
anced dataset. We have further used precision, recall, and F1
score later in the performance summary, to comprehensively
report the experimental results, which still show attractive
detection. In future, it will be interesting to further improve
the performance for the minority class.
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FIGURE 8. Confusion matrix for the testing data @ the student deep
model learned with KDL. Note. Standard signal for both training and
testing data.

D. ADVERSARIAL AGENT

Adversarial attacks are used to generate the perturbed sam-
ples, as shown in Fig. 9. It is a white-box attack and thus,
it is assumed that the adversaries have all information of
the model. It is considered more malicious than black-box
attacks which have no information about the model, as the
adversaries could design their attack to ““fool” the classifier
model by perturbing the ECG signals. The adversarial sam-
ples that are slightly altered by the perturbations should be
considerably similar to the actual signal, such that the differ-
ence is almost imperceptible to humans’ naked eyes but subtle
enough to lead to misclassification by the classifier model.
The visualization clearly shows that the adversarial sample
s are very similar to the standard ECG signal, indicating the
changes posed to the heart disease detection task.

E. KDL UNDER ADVERSARIAL ATTACKS

With adversarial attacks, KDL misclassifies a significant
number of heartbeats, as shown in Fig. 10. The standard
signal has been used as the training data, and the adversarial
signal has been used as the testing data. A huge difference
can be noticed when the model is facing adversarial attacks
as compared to facing clean data in Fig. 8. The classification
performance suffered a dip in accuracy as the adversarial
samples can ‘trick’ the classifier model to make the wrong
predictions. This indicates the necessities to enhance the
robustness of the student model learned by KDL and proving
that the traditional CNN classifier models have a severe lack
of defense against these attacks.

F. PR-KDL UNDER ADVERSARIAL ATTACKS

The confusion matrix of the PR-KDL student model with
adversarial samples is given in Fig. 11, which clearly demon-
strate the enhanced robustness of the student model. Both
training and testing are based on the adversarial signal.
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FIGURE 9. Two examples which include the perturbations generated by
the adversarial agent.

For N/S/V/F classes, the performance has been all greatly
improved, except for the Q class that has minimum number
of heartbeats. The Q class, as a minority class, will be further
studied in future. But overall, our PR-KDL framework has
greatly boosted the performance of the KDL framework,
by introducing substantial robustness during the learning
process.

For comparison purpose, the PR-KDL student model with
standard samples is also given in Fig. 12. The adverbial signal
has been used as the training data, and the standard signal
has been used as the testing data. The performance is bit
better, which is reasonable since the input is the standard ECG
signal.

One thing worth noting is that, the adversarial attack-based
learning enhancement does not introduce additional comput-
ing overhead. Because it is achieved through enhancing the
loss function, so only the training phase has more computing
resources requirements. Once trained, the learned model has
the same size as the efficient student model that has been
used in the knowledge distillation framework. Therefore, the
final student model has both high efficiency and high security,
without needing additional computing resources.

G. COMPARISON BETWEEN KDL AND PR-KDL
To further compare KDL and PR-KDL, both natural accuracy
and robust accuracy graphs are given in Fig. 13.
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FIGURE 10. Confusion matrix for the testing data @ the KDL-based
student model under attacks. Note. Standard signal on training data, and
adversarial signal on testing data.
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FIGURE 11. Confusion matrix for the testing data @ the RP-KDL-based
student model under attacks. Note. Adversarial on both training and
testing data.

First, the natural accuracy evaluated on the ECG signal
is given for three models: teacher (natural), KDL student
model(natural), PR-KDL student model (natural). Based
on the visualization, it is observed that the classification
accuracy is very similar for all the models. The attractive
performance of the student model learned by KDL indicates
the effectiveness of the KDL on learning the knowledge from
the teacher model. Since there are no adversarial samples for
these three models, more analysis under attacks is further
given below.

The robust accuracy of the models is as shown in Fig. 13,
including KDL (robust), and PR-KDL (robust). As observed
from the vi sualization, a huge percentage of adversarial ECG
signals are able to fool the KDL student model to generate
incorrect detection results. However, the PR-KDL student
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FIGURE 12. Confusion matrix for the testing data @ the RP-KDL-based
student model without attacks. Note. Adversarial on training data, and
standard signal on testing data.

TABLE 1. Summary of natural performance evaluated on the standard
inputs.

Methods ~ #Params  Accuracy  Precision  Recall F1

Teacher 214277 0.991 0.950 0935 0.991
KDL 4765 0.982 0.940 0.829 0.863
RP-KDL 4765 0.981 0.970 0818 0.872

model is able to defend against adversarial att acks. While
facing adversarial noises, the PR-KDL student model remains
stro ngly resilient to perturbations and the performance is still
very good. Notice that the robust accuracy of the PR-KDL
student model was slightly lower than the natural accuracy,
which is an expected outcome as the purpose of adversarial
attacks is to generate perturbations to the standard data to
deceive the classifier.

A co-visualization of natural and robust accuracy in
Fig. 13, can effectively demonstrate the performance drop of
the KDL student model unde r attacks and the robustness of
the PR-KDL model under attacks.

H. PERFORMANCE SUMMARY OF KDL AND PR-KDL

The performance of different models is summarized in
Tables 1 and 2, corresponding to natural and robust per-
formance, respectively. This summary further demonstrates:
(1) the KDL student model can effectively learns the knowl-
edge from the teacher m odel for standard ECG data, but
with a much smaller model size — only 4765 parameters
compared with the 214,277 parameters of the teacher model
(50x reduction); (2) the PR-KDL model further enhanced the
robustness of the student mode and achieves very promising
performance under adversarial signals — the accuracy, average
precision, average recall and average F1 score are 0.960,
0.806, 0.716, and 0.734, respectively.
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TABLE 2. Summary of robust performance evaluated on the adversarial
inputs.

Methods ~ #Params  Accuracy  Precision  Recall F1
KDL 4765 0.655 0.469 0.487 0457

RPKDL 4765 0.960 0.806 0.716 0.734

I. FUTURE STUDIES

In future, we will further investigate KDL for smaller model
learning. Besides, the effect of different adversarial attacks
on ECG Arrhythmia Classification can be further explored.
Also, we are interested in further enhancing the performance
for the class with limited number of samples. Besides, it will
be interesting and proving more information if further exper-
iments on the hardware implementation are added. We in this
study, have mainly been targeting reducing the model size,
i.e., the number of parameters. It is directly related to the
computing resource needed, considering the reduced model
size corresponds to less computations and less storage of
parameters and intermediate data. The resulted student model
has only 4,765 parameters, and can thus be easily stored in the
arm context M4 processor chip. Also, the calculation is based
on every one or two seconds, considering the low sampling
rate of the ECG signal. So, the achieved model size is very
promising for the edge deployment. We will in future further
evaluate the model deployment on the hardware.

Further, edge computing has been reported in some inter-
esting studies, such as the computation offloading on the
mobile edge [52], distributed edge computing [53], com-
pressed model [54], and hardware optimization [55]. We will
further study the edge computing for the cardiac monitoring
applications, which is currently in an early stage of investi-
gations. And deployment of the deep learning models further
on the hardware will provide interesting findings in the future
research.

Besides, we have performed the comparison among dif-
ferent models, such as with/without KDL, and with/without
adversarial learning. The model without both KDL and adver-
sarial learning provides a good demonstration of the original
model performance. Further, it will be interesting to evaluate
more models and architectures, as well as more applications
and databases, for framework exploration.

In this study, the real-world ECG-based heart disease appli-
cation has been leveraged to demonstrate the effectiveness.
Next, it will be very interesting to apply it in real-time on
patients, after further efforts with physicians for more eval-
uations and experiments. Besides, the implementation of the
algorithm on the mobile devices is also possible with the edge
implementation tools. This study indicates the feasibility
of knowledge distillation on ECG data learning and lever-
ages the ResNet-based neural network architectures. It will
be interesting to study further the model architectures and
advance the knowledge distillation with other efforts like
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FIGURE 13. Co-visualization of natural and robust test of different models, indicating that KDL-based student
model has comparable performance as the teacher model, and that PR-KDL model has boosted the performance
when adversarial attacks exist. Notes. - Teacher: the teacher model trained and tested on natural standard ECG
data; - KDL (Natural): the student model trained and tested on natural standard ECG data; - PR-KDL (Natural): the
student model trained on adversarial data and tested on natural data; - KDL (Robust): the student model trained
on natural data and tested on adversarial data; - PR-KDL (Robust): the student model trained on adversarial data

and tested on adversarial data.

loss function enhancement. The adaptive student models can
be selectively used for heterogeneous edge environments.
The feasibility of the current algorithm framework has laid
a good foundation for the potential future studies. The per-
turbation levels are also important factors for evaluating the
algorithm framework. With different levels, it is interesting
to see the ability of the algorithm and get the understanding
of when it may work robustly and when it may not meet the
requirements.

IV. CONCLUSION

In this study, targeting the challenges faced by the edge
biomedical inference, we have investigated both KDL and
PR-KDL frameworks and demonstrated their promising
advancements. The KDL framework can significantly reduce
the deep learning model size on the edge and still achieve
comparable performance, through supervising the student
model to learn the knowledge of the heavy teacher model.
Further, under adversarial perturbations, PR-KDL has been
proposed to enhance the robustness of the student model,
thereby greatly boosting its performance facing adversarial
inputs on the edge. With through experiments, we have shown
that the proposed framework can enable light-weight and
secure deep learning of cardiac abnormalities, on edge car-
diac detection applications. This study is expected to greatly
advance the real-time, long-term, and secure biomedical
inference on edge.
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